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0 everybody signs/ encrypts messages
0 messages can be assigned to the sender
O private Information remains private
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User Awareness

eLearning software easy to use
education applications



0 XML Security

o XML-Security Plug-In

o CrypTool

o Comparison Plug-In <&

CrypTool
0 JCrypTool




o XML Signature
m W3C Recommendation 12 February 2002

0 XML Encryption
m \W3C Recommendation 10 December 2002

o Information based security
o secure

=any digital content

*XML document fragments




O Integrity, message + signer authentication

o signature types

m enveloping signature
signature Is parent

m enveloped signature
signature is child

m detached signature
signature is external or sibling



0 confidentiality

0 encryption types

m element content
no tags

melements
iIncluding start /end tags

m super-encryption
multiple encryption of elements

0 document structure may change



= diploma thesis 2004
= XML security from scratch

0 easy to use
0 focus on practical application
0 extensive online help

;j:natu:--- = Eclipse 3.0/3.1
cryption..,

@ Vaidation = different views

® Decryption... and most editors

E Canonicalization with comments

= freeware

ﬂ Canonicalization without comments




£= XML Digital Signature Wizar:
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Certificate
% Uz an existieg certificate
™ Create & new certificate with the wizsrd

Digital Signature
0 step by step wizard
0 combinations

Validation
O popup window
0 fast usage



£= XML Encryption Wizard

Encryption
0 Step by step Wizard | eeps e s

|Encrypbon Algerithe | [ My Wrap Algarithm

o different algorithms |
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Decryption
o small wizard
0 select key file
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O XML Security

Online Help
® Plug-In



0 creating awareness
of IT security iIssues

o learning about and
obtaining experience
of cryptography

0 encryption algorithms and analysis procedures

E3 CrypTool 1.3.05 - [startingexample-en.txt]
g"i’ File Edit View Crypt Digital Signatures Key Management Indiv. Procedures Analysis
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CrypTool
This is a text file, shown in order to help you to make your first steps with CrypTool.

1] One thing you can do e.qg. is to encrypt this file with the Caesar algorithm [via the menu "Crypt\
Classical"].

2] The best overview about all features of CrypTool is offered by the starting page of the Windows
online help which contains links to all relevant functions.

“You can call up the starting page via the menu ""Help \ Starting page" or using the search keyword
""Starting page" within the index of the online help.

3] Especially the examples [tutorials) provided wnhln the online help make it easy for you to get up to
speed. These pages can be found via the menu "He

Press F1 to obtain help. T

)

0 most state of the art algorithms
0 Deutsche Bank and university cooperations
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stand-alone application for Windows
cryptography from scratch

for beginners and advanced users
extensive help for all cryptographic aspects

(/

IT security
awareness

XML security from scratch
& requires cryptographic knowledge

extensive help for XML security
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Eclipse plug-in



Eclipse Rich Client Platform
=platform independent

. Nt =extendable with plug-ins
= = amodem

=focus on features



features
0 beginners and advanced users

0 same functionality as CrypTool
0 XML security

situation

= 5 developers

= support from Deutsche Bank

= design/ prototype development



Download
the XML-Security Plug-In and CrypTool

www.Xml-sicherheit.de www.cryptool.com

Dominik Schadow Info@xml-sicherheit.de
Pasingerstrasse 28 www.xml-sicherheit.de

82152 Planegg
Germany
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