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Cross-Site Request Forgery
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Secure Communication






Login form manipulation and intercept
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Cross-Site Scripting (XSS)




Stored, Reflected and DOM Based XSS




Input validate, output escape

o H § » '

PR Ty s




RS il
Java Server Faces automatically escape all output




<script>alert(XSS with JSF')</script> [ Submit_

<h:outputText/>

<script>alert('XSS with

XSS with JSF

<h:selectOneMenu,—-

~ <script>alert(’XSS with JSF')</script> ~ |




XSS in action
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Cross-Site Request Forgery (CSRF)




Authorized user executes foisted request




T forms protect from CSRF




% <img src="Servlet-URL?name=ATTACK">

protected void doGet (HttpServletRequest
request, HttpServletResponse response)



<form method="post" action="MyServlet">

<img src="Servlet-URL?name=ATTACK">

protected void doPost(HttpServletRequest
request, HttpServletResponse response)







<form method="post" action="MyServlet">

protected void doPost(HttpServletRequest
request, HttpServletResponse response)

var request = new XMLHttpRequest():;
request.open("POST", "Servlet-URL");
request.send( name=ATTACK");







CSRF in action
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l I Superduper Firewall!
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Web application security is the developer’s job
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Demo Projects
https://github.com/dschadow/JavaSecurityMyths

Enterprise Security API

https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API

Coverity Security Library J AV Q =

https://github.com/coverity/coverity-security-library W b
C

JSF Escaping Bug .
https://java.net/jira/orowse/JAVASERVERFACES-2747 Secu rlty

OWASP Zed Attack Proxy
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project

Mozilla Firebug
https://addons.mozilla.org/en-US/firefox/addon/firebug
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