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XML Signature signs arbitrary data 

■  Three signature types 

■  XML structure remains intact 
□ Can s'll be parsed 
□ Possible to sign only selected element(s) 

■ Requires XML Canonicaliza'on 
□ Normalizes the XML data 

enveloping  enveloped  detached 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XML Encryp'on encrypts everything 

■  Two encryp'on types 

■  XML structure remains intact 
□ Can s'll be parsed 
□ Possible to encrypt only selected element(s) 

enveloping  detached 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e‐learning plug‐in for XML Security 

Learning… 
□ Familiarize users with XML Signature and Encryp'on 

□ Extensive German online help 
□ Cheat sheets for total beginners 

…by doing 
□ XML Canonicaliza'on 

□ XML Signatures and Verifica'on 
□ XML Encryp'on and Decryp'on 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Apache XML Security (Santuario) 

■  Provides XML Security func'onality 
□ Version 1.4.2 
□ Most complete open source implementa'on 
of W3C recommenda'ons 

□ Mature 

■ Minor drawbacks 
□ Requires 
▪ Commons Logging 

▪ Xalan and Xerces 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h_p://santuario.apache.org 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Part of the Web Tools PlaCorm incubator 

□ org.eclipse.wst.xml.security 

□ org.eclipse.wst.xml.security.core 
□ org.eclipse.wst.xml.security.doc 
□ org.eclipse.wst.xml.security.ui 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□ org.apache.commons.logging (1.0.4) 

□ org.apache.xalan (2.7.1) 
□ org.apache.xerces (2.9.0) 
□ org.apache.xml.security (1.4.2, not yet in Orbit) 



It’s all about the context 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Extends 
□  (XML) editors 

□  Package Explorer / Navigator 
□  Preferences 
□ Online help / cheat sheets 

Provides 
□ Wizard based signatures, en‐ and decryp'on 

□  View based verifica'on 
□  Preference based quick signatures, en‐ and decryp'on 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Signature and Verifica'on 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Encryp'on and Decryp'on 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XML Security Tools in ac'on. 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Scheduled tasks and future development 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Make Apache XML Security library replaceable 
Complete detached encryp'on func'onality 

Provide (English) end user help 

General refactoring and clean up work 



Extending the tooling 

■ Be_er and 'ghter integra'on 
with other WTP plug‐ins 
□ Web Services Tools 
□ XML editor 
□ XPath view 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■ Depending on community 
requests 

■ … 

Extension Points 
Ex
te
ns
io
ns
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Building a community 

■ No milestone release yet 
□ Version 0.5 available as commi_er download 
h_p://build.eclipse.org/webtools/commi_ers 

■ Milestone plan coming soon 
□ First ‘official’ release 

□ h_p://wiki.eclipse.org/WTP/XMLSecurityTools  

■ Gradua'on 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Key messages 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XML Security Tools are ready to 
secure your XML documents. 

Integra'on with other Eclipse 
(WTP) plug‐ins will be extended. 

A first milestone release will be 
available in the near future. 



Thank you! 
info@xml‐sicherheit.de 

h_p://blog.xml‐sicherheit.de 

www.eclipse.org/webtools/incubator 

Pictures (except screenshots) from www.everystockphoto.com 


