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XML Signature signs arbitrary data

N

® Three signature types
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enveloping enveloped detached
= XML structure remains intact
0 Can still be parsed
0 Possible to sign only selected element(s)

m Requires XML Canonicalization
o0 Normalizes the XML data



XML Encryption encrypts everything

N

® Two encryption types
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enveloping detached

m XIVIL structure remains intact

0 Can still be parsed
0 Possible to encrypt only selected element(s)



e-learning plug-in for XML Security

N

Learning.
0 Familiarize users

O Extensive Germa

0 Cheat sheets for total beginners

A.0.0. XML Digital Signature Wizard

Resource and Signature Type
Select a resource to sign, a signature type and a certificate
option.
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Certificate

®) Open an existing certificate
(O Create a new certificate
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XML Security Guide

Das XML-Security Plug-In ist das Open Source eLearning Plug-in zur XML
Sicherheit fiir Eclipse ab Version 3.0. Mt dem XML-Security Plug-In kénnen Sie
beliebige XML-Dokumente sichern und XML Canonicalization, XML Digitale
Signaturen sowie XML Verschiisselung in beliebigen XML-Dokumenten
probieren und anwenden. Verschiedene Cheat Sheets erleichtern Einsteigern
die ersten Schritte mit dem Plug-in und der XML-Sicherheit. Die umfangreiche
Online-Hilfe des Plug-ins enthalt ausfihriche Informationen zu den W3C
Empfehlungen und Hintergrinde zu den digitalen Signaturen und der
Verschiisselung mit der Extensible Markup Language sowie Erlsuterungen zur
Verwendung des XML-Security Plug-Ins.

Im Vordergrund des XML-Security
das Expes tiert mi vielfs
beliebige XML konnen kanonisiert, digital signiert,
und entschiisselt werden. Die theoretischen Kenntnisse und Hintergrinde zu den
umfangreichen W3C Empfehlunge n in der ausfihrlichen Online-Hiffe und
diesen Tutorials verstandiich zum Nachlesen bereit.

me

Fir das XML-Security Plug-In sind Kenntnisse in XML erforderiich, XPath
Expressions und Namespaces sind hilfreich aber nicht zwingend notwendig
Empfehlenswert sind auBerdem Kenntnisse in XML Schema (xsd), Document Type
Definition (DTD) und XSL Transformations (XSLT). Kenntnisse in der Kryptografie
(Digitale Signaturen, Verschisselung, Hashfunktionen) sind hilfreich aber nicht
fich. Fur das XML-Security Plug-In soliten grundiegende Eclipse

Die Homepage zum XML-Security Plug-In und zur XML-Sicherheit mit
Be rfo Update Site und vielem mehr ist verfigbar un
ins findet sich auf der
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SourceForge Projektseite unter hitp
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XML-Security Plug-In stent unter der

| Signatures and Verification
| Encryption and Decryption




Apache XML Security (Santuario)

HBEE
® Provides XML Security functionality
0 Version 1.4.2

o Most complete open source implementation
of W3C recommendations

O Mature

= Minor drawbacks
0 Requires
= Commons Logging
= Xalan and Xerces

http://santuario.apache.org
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Part of the Web Tools Platform incubator

N

w

" 4
0 org.eclipse.wst.xml.security &;.,; 4
0 org.eclipse.wst.xml.security.core - { v n
0 org.eclipse.wst.xml.security.doc -

0 org.eclipse.wst.xml.security.ui

0 org.apache.commons.logging
- o org.apache.xalan
0 org.apache.xerces

0 org.apache.xml.security



It’s all about the context

N

2| Canonicalization (Maintain Comments) EXte n d S

2| Canonicalization (Remove Comments)

| New Signature... H (XM L) edito )

7] Quick Signature

&% New Verification...

% Quick Verification

0 Package Explorer / Navigator
0 Preferences

& New Encryption...

& Quick Encryption 0 Online help / cheat sheets

.. New Decryption...
' Quick Decryption

Provides
0 Wizard based signatures, en- and decryption
0 View based verification
0 Preference based quick signatures, en- and decryption



Signature and Verification

[X] FirstSteps.xml 23 =8
</Invoiceline> ~
<ds:Signature xmlns:ds="http://vwww.w3.0rg/2000/09/xmldsig#" 1d="myDemoSignature”s
<ds:SignedInfo> -
<ds:CanonicalizationMethod Algorithm="http://vww.w3.0rg/2001/10/xml-exc-cl .00 W
<ds:SignatureMethod Algorithm="http://vwww.w3.0rg/2008/09/xmldsig#dsa-shal”, N
XML Signature
<ds:Reference URI="">
<ds:Transforms> Select the resource to sign, the signature type and a key option.
<ds:Transform Algorithm="http://vww.w3.0rg/2000/09/xmldsig#enveloped-signa:
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/89/xmldsig#shal"/> Resource
<ds:DigestValue>te4ql3X2HgNPGEV/KNfo2WvGHal=</ds:DigestValue>
</ds:Reference> GDocument
</ds:SignedInfo> 1
<ds:SignatureValue>0IDAUesb?y+91s20dBF p5kQ0SmmCOcYhnXaRWIVWjhvaczwEgXFetQ== O Selection
<ds:KeyInfo>
<ds :X5090ata> O XPath Browse ,,,,,,
<ds:X509Certificate>
MIIC6DCCAQYCBE1GEBAWCWYHKoZIzjgEAWUAMFoxEDAOBGNVEBAGQTBARVbWlualsxEDAOBGNVEAC Signature Type
BORvbWluaWsxEDAOBgNVBAOTBARvbWluaWsxEDAOBgNVBASTBARvbWluaWsxEDAOBgNVEAMTBAR
biLualswHhcNMDIwMTE xMTUyODE 2HhNMDKwNDE xMTUyODE 2 jBaMRAWDYDVQQLEwdEb21pbml (@) Enveloping
MRAwWDgYDVQQHEwdEb21pbm1rMRAWDGYDVQQKEwWdEb21pbml rMRAWDGYDVQQLEwWdEb21pbm1 rMRA
DgYDVQQDEwdEb21pbmlrMIIBtzCCASWGBYqGSM44BAEwggE FAOGBAPL/U4EddRIpULtIKNnC7s50f O Enveloped
EbdSPOSEAMMeP4C2USZpRVIAITHZWT2NWPq/ x FWEMPbLm1Vs14E7gB@b/ JmYLdrmVC1pJ+fBAR
ECLCT7upl/63xhv401fnxqimFQ8E+4P208UewwI1VBNaFpEyOnXzrithlyrv8iIDGZ3RSAHHARL () Detached Select 777777
12BQjxUjC8yykrmCouuEC/BYHPUCQYEA9+GghdabPd7LvKtcNrhXuXmUr 7v60uqC+VdMCz@Hgme
WVeOutRZT+ZxBxCBgLRIFNE j6EwoFh03zwky jMimd TwWeotUf I1004KOuHiuzpnWRbgN/C/ohNKL
+2)6A5Q72KTxvahRk Imogd/hWulFBpKLZ16Ae1U1 ZAFMO/ 7PSSoDgYQAAGGAdVE/oYPIZUCw+D7  Keystore and Key
R+c6+0U6gQ49WSnWX2W11VFSFboWQpHjMzgjwnoPyZVMnLV/yry6YI14arIK4ZjsV4+H2dwU3mPR v
2V6FSZQzLE3PICV+5ZSCONLYmXUpBZPuoScKnI8FaTp7mdiVHHAZ1DBXS +ocva1XzxaqdXU3UQe © Use a key from an existing keystore
2vswCwYHKoZ1zjgEAWUAAY8AMCwCFF£7VytTcBlg/HUZp+r/nunMNQDEAhRsWMd8wF hkMRRh/ g8 O Insert a new key in an existing keystore
WOmX1cReyA== 2
</ds:X509Certificate> () Create a new key and a new keystore v
o NE00D -l B
Design [SourceJ Basic Security Profile
5%, XML Signatures 3 "] Generate a Basic Security Profile compliant signature Be~v=0
1 Signatures: 1 valid, 0 invalid, 0 unknown
4 | Signature ID | Certificate Type | Certificate Algorithm - -
® myDemoSignature X.509 SHA1withDSA
@ <Back ) @@Nextsww) (_ Finish ) (__Cancel )
——
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Encryption and Decryption

|X] FirstSteps.xml &3

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>
<xenc:EncryptedData xmlns:xenc="http://vwww.w3.0rg/2001/84/xmlenc¥” 1d="myDemoEncryption” Type="http://www.w3.0rg/2001/04/xmlenc#Element ">
<xenc:EncryptionMethod Algorithm="http://ww.w3.0rg/2001/84/xmlenc¥aes192-cbc"/>
<ds:KeyInfo xmlns:ds="http://ww.w3.0rg/2008/89/xmldsig#">
<ds:KeyName>encrypt</ds:KeyName>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://vwww.w3.0rg/2001/84/xmlencékw-aes192"/>
<xenc:CipherData>
<xenc:CipherValue>z7gk613XaWjMSRY1MhK1iyavBHGIraWv</xenc: CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey> __ OO XML Decryption Wizard
</ds:KeyInfo>
<xenc:CipherData> XML Decryption
<xenc:CipherValue>cvqq@8oFdMC6CFUiHtyOYEn3m6ewNggnp2P+CeyUINCoVy8cSO
xSwhRW29161pI1QNUGGSAGBQx fzo8MACe190zUghCVHIABKNRBYWwBy3PyADb2ybIRPEINVIHBKXQ
G8zdJIFtHASTxfyR2zIMAXFtXt3dSLBLGSONI/12zLG+ch+R2036uSyryd4u+JHECIismbPdvCsBIj
xViNytGM51Kh@08Uz0WkuGDyIhAHIRUASaYBZf13woZIwTmjCn2d16tY fMAmpsdNKM4gZngaiQ35)
FoT/+equdyCCrMhwHGzUSgCyitOF Z5uG/DPDF cXMED4g4YrhsCeINOE 7GoHOMsw)3acnkNA41Esr  Keystore

Provide the information to decrypt the XML data.

D1RGWMBJvJAkoPhHraOy9ABUELTXvTWIyLqZglc/3ZuToiVPs99f6rQBtWGEuhI2LNVi1369vope  Name JUsers/dos/XML-Sicherheit/Ecli
eFE30pwIFXiSMbxTVYSnwobDsEyZBczYzDqhK7sfoTfvF560ZIWTOYWEEQkoBbSEYIQYhiDFDXF
KuTI6rQTCtmxxKoH3Z1TPh1ljsL7eXF306L0RwW7upTyvAwHhLwQ4Dzpwd3F@DAI1cqukK/@ac88FVY  Password FERIEEFH

1jvooUrSLf3roddUro03LFkljd1LgEpld3xB7Qvg3putweo3blssLFWETFSVeUErhY8phidpiD6f
tSPAHWs324G61/vQsmAJ@mWRHr /HEVEG8VSyg@HUALFbhNIRFzjAeHWjIIGA3LKxqy@zj89xfal?
LYP8NLe9CZLpHxe jWQp2XEZAsm7yqBBcHsLxwX faoCWxjuzdlgkXAdCqy@XODML1wKjOuLGIyF3s| Key
mM/gFXUEGLSa4RZkr/VH152Y//TBc25pQbotEIpk11CE+hbmjIxfed9a3jekMXOnYHPbei+k4ThA N encrvpt
N/mQD8ttVTbglXeMj9dmrt+4sXaTQ3cpRcMCV72pNTs7KSREAGPCMQHXWHQOXtm@2mbgkWha gl ryp
9jK2juelVLUS/aUSxFIOL jWy0/XsuEJ FHIQXAFOLRV+sL+TapGgNy7@VxCPItFanswigmAl6+hus! Password JrRr——
Jg7nGFmQgtAptZEqcNsHFd2Ggmndns8F6RgbIUeos1FToP3xcX/+rfik8vC1hQrEMgIHj@tgMthC
u+rLi+CSciRvooZ2VRdCYk4n9Z+PAx022as]7D7HS/1yccle908vnCBWA+1XDf/Zn6KVymbBnUgh
AVF29VoTYP82zYK6z6/rxs1fHA8rmy70a9KkjPk81AD1IN01dFARX32e80b216kIOPxbcvBK1BYdcP  Encryption ID
wVx3Q6Ni1Q==</xenc:CipherValue>

</xenc:CipherData> ( myDemoEncryption b.;.‘
</xenc:EncryptedData>

’ @E ED

@ ( Cancel ) ( Finish )

Design |Source

Incubating XML Security Tools, March 25t 2009
© 2009 Dominik Schadow - Made available under the Eclipse Public License 1.0
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XML Security Tools in action.
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Scheduled tasks and future development

N

Make Apache XML Security library replaceable
Complete detached encryption functionality

Provide (English) end user help

General refactoring and clean up work




Extending the tooling

N

m Better and tighter integration
with other WTP plug-ins

0 Web Services Tools
0 XML editor
0 XPath view

= Depending on community
requests



Building a community

N

= No milestone release yet

0 Version 0.5 available as committer download
http://build.eclipse.org/webtools/committers

= Milestone plan coming soon

0 First ‘official’ release
0 http://wiki.eclipse.org/WTP/XMLSecurityTools

® Graduation



Key messages

N

XML Security Tools are ready to
secure your XML documents.

Integration with other Eclipse
(WTP) plug-ins will be extended.

A first milestone release will be
available in the near future.




Thank you!

info@xml-sicherheit.de
http://blog.xml-sicherheit.de

www.eclipse.org/webtools/incubator

Pictures (except screenshots) from www.everystockphoto.com



