— — — AV A o - S — o o |
\ ) v ! \ : | /‘ \ v /‘/

JavalLand - 25.03.2014
Dominik Schadow
bridgingIT




Ferris Wheel
Manager
Marvin/wheel
Zaphod/ferris

——




Hack yourself first
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Input executed in SQL statement
= SQL Injection

Input executed on output page
Session id accessed via Javascript

= Cross-Site Scripting (XSS) -

iUt form
orgery (CSRF)

Requests pregessed

= Cross-Site REque
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SOL INJECTION

public List<FerrisWheel> getFerrisWheels(String owner) {

String query = "SELECT * FROM ferris wheels "
+ "WHERE owner = '" + owner + "'";

[/ <.

ResultSet rs = stmt.executeQuery(query);

/] «..
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public User getUser(String username, String hash) {

List<User> users = em.createQuery( from User u where
u.username='" + username + "' and
u.password='" + hash + "'",
User.class).getResultList();

// ..



GROSS-SITE SCRIPTING

<h:outputText value="#{fw.description}" escape="false"/>

<script>
alert (document.cookie)

</script>
<h:selectOneMenu>
<f:selectlItems value="#{ferrisWheelController.wheels}"
var="fw" itemLabel="#{fw.name}"
itemValue="#{fw.description}"/>
</h:selectOneMenu>




- Browser executes
/ code from attacker

DOM Based Reflected Stored
XSS XSS XSS



GCROSS-SITE REQUEST FORGERY

~ Web application
porocesses all
requests




GCROSS-SITE REQUEST FORGERY

<img src="Servlet-URL?name=HiddenImage"
width="0" height="0" />

v

protected void doGet (HttpServletRequest req, HttpServletResponse res) {
String name req.getParameter( "'name");

/] «..

var request = new XMLHttpRequest();
request.open( 'POST",

v

protected void doPost (HttpServletRequest req, HttpServletResponse res) {
String name = reqg.getParameter( 'name");

/] «..
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SOLINJECTION

44 g Prepared Statements~_

it not POSSi ble

7 Input validation

/I\/Iinimize database privileges



GROSS-SITE SCRIPTING

ﬁﬁ Output Escaping

A Content Security Policy (CSP)
7 Input validation

/Session cookie protection



GCROSS-SITE REQUEST FORGERY

/ Spring Security (3.2)
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4” Anti CSRF token

Enterprise Security AP|

POST forms
LImIt session auration
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But gene’lklly pref



e 7 e
. . - e WL o e Bk
' " (2 ey )

Developere ma
the difference

. e A s s ) (AP> ¥ o
T ~N -
SR e

. A AN . o _K ot - ’ ' ’ b Mo A Jf -
] ! - - '
Oy 58 P 2 . 2

' ,

. '

-
o e

v 5 p 4 ":|. .

Hacker [00ls

Security

“ e

Open Source Code Scanner

VANl

eI



O https://www.owasp.org
O https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
O http://findbugs.sourceforge.net

O http://pmd.sourceforge.net J QN =
O https://addons.mozilla.org/de/firefox/addon/groundspeed Web
O https://github.com/dschadow/JavaSecurity Secu rity
O Pictures: www.dreamstime.com www.istockphoto.com
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