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Ferris Wheel!
Manager
Marvin/wheel
Zaphod/ferris



Hack yourself first
OWASP 

ZAP

Groundspeed





Input executed in SQL statement
➡  SQL Injection

Input executed on output page 
Session id accessed via JavaScript
➡  Cross-Site Scripting (XSS)

Requests processed without form
➡Cross-Site Request Forgery (CSRF)



Bottom of the problems



public List<FerrisWheel> getFerrisWheels(String owner) {!
  String query = "SELECT * FROM ferris_wheels "!
    + "WHERE owner = '" + owner + "'";!
  // ... !
  ResultSet rs = stmt.executeQuery(query);!
  // ...  !
}

public User getUser(String username, String hash) {!
  List<User> users = em.createQuery("from User u where !
    u.username='" + username + "' and !
    u.password='" + hash + "'",!
    User.class).getResultList();!
  // ...!
}

' or '1' = '1
SQL INJECTION

' or '1' = '1



<h:outputText value="#{fw.description}" escape="false"/>

<h:selectOneMenu>!
  <f:selectItems value="#{ferrisWheelController.wheels}" !
    var="fw" itemLabel="#{fw.name}" !
    itemValue="#{fw.description}"/>!
</h:selectOneMenu>

CROSS-SITE SCRIPTING

<script>!
! alert(document.cookie)!
</script>



Browser executes 
code from attacker

Reflected!
XSS

Stored!
XSS

DOM Based!
XSS



Web application 
processes all 

requests

CROSS-SITE REQUEST FORGERY



protected void doGet(HttpServletRequest req, HttpServletResponse res) {!
  String name = req.getParameter("name");!
  // ...!
}

protected void doPost(HttpServletRequest req, HttpServletResponse res) {!
  String name = req.getParameter("name");!
  // ...!
}

var request = new XMLHttpRequest();!
request.open("POST", …

<img src="Servlet-URL?name=HiddenImage"!
 width="0" height="0" />

CROSS-SITE REQUEST FORGERY



FindBugs

PMD







SQL INJECTION

Prepared Statements

Input escaping 
Input validation

Minimize database privileges

if not possible



CROSS-SITE SCRIPTING

Session cookie protection

Output Escaping

Content Security Policy (CSP) 
Input validation



CROSS-SITE REQUEST FORGERY

Anti CSRF token

POST forms 
Limit session duration

Enterprise Security API

Spring Security (3.2)



„Stay back with your unsafe code!“



Be suspicious with 
auto-security in 

frameworks



But generally prefer framework security

Framework



Open Source Code Scanner

Hacker Tools

Secure Development

Se
cu

rit
y

Developers make 
the difference



https://www.owasp.org  
https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project 
http://findbugs.sourceforge.net 
http://pmd.sourceforge.net 
https://addons.mozilla.org/de/firefox/addon/groundspeed  
https://github.com/dschadow/JavaSecurity 
Pictures: www.dreamstime.com www.istockphoto.com 
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