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Microsoft Threat Modeling Tool
OWASP Java Encoder

OWASP ZAP
Recx Security Analyser

Jasypt
Keyczar

OWASP Dependency Check

My seven tools and libs



A new web 
application…



Identify all data
entering and exiting 

your application





Microsoft Threat Modeling Tool



Escape all data 
displayed in a browser



In which context 
will the input be 

used?



HTML
&lt;script&gt;alert(&#34;XSS&#34;)&lt;/script&gt;

<script>alert("XSS")</script>

JavaScript
<script>alert(\x22XSS\x22)<\/script>

CSS
\3cscript\3e alert(\22XSS\22)\3c\2fscript\3e



Never ever do the 
escaping yourself! 

Never!



String encHTML = Encode.forHtml(name);
String encCSS  = Encode.forCssString(name);
String encJS   = Encode.forJavaScript(name);

OWASP Java Encoder



validated input -> backend
escaped output -> frontend

Hack yourself first



Intercept and manipulate 
HTTP requests and responses



OWASP ZAP



Defense-in-depth  
instructs the browser

to secure web application



response.addHeader(
  "Content-Security-Policy",
  "default-src 'none';
   script-src 'self';
   style-src sample.org"
);



Firebug



Recx Security Analyser



DEMO



Safe 
configuration 

password 
storage



<context:property-placeholder 
  location="classpath:spring.properties" />

<bean id="dataSource" class="org...BasicDataSource">
  <!-- … -->
  <property name="url" value="${jdbc.url}"/>
  <property name="username" value="${jdbc.un}"/>
  <property name="password" value="${jdbc.pw}"/>
</bean>

...
jdbc.pw=sampleDbPassword
...



Jasypt



<bean id="envVarConf" 
 class="org.jasypt...EnvironmentStringPBEConfig">
 <property name="algorithm" value="PBEWITHSHA1ANDDESEDE"/>
 <property name="passwordSysPropertyName" 
  value="APP_ENCRYPTION_PASSWORD"/>
</bean>

<bean id="configurationEncryptor" 
 class="org.jasypt...StandardPBEStringEncryptor">
 <property name="config" ref="envVarConf"/>
</bean>

<bean id="propertyConfigurer" 
 class="org...EncryptablePropertyPlaceholderConfigurer">
 <constructor-arg ref="configurationEncryptor"/>
 <property name="locations">
  <list>
   <value>classpath:spring.properties</value>
  </list>
 </property>
</bean>



...
jdbc.pw=ENC(s6eA5w9OtgVM0vZ1hjKH/
w1ndwJiGMr0)
...



Requires password
at server start



Protect sensitive 
data with safe 

algorithms 



Swap all keys 
regularly



Keyczar uses 
safe defaults





Keyczar stores keys 
and key sets as JSON



DEMO



Keep all 3rd-party 
dependencies up-to-date



Vulnerabilities in 
widespread libs may 

affect many applications



OWASP Dependency Check





Developers make 
the difference

Don’t reinvent the wheel, 
use existing libraries 
Keep all libraries up-to-date 
Hack your own applications



Demo Projects  
github.com/dschadow/JavaSecurity
Microsoft Threat Modeling Tool  
www.microsoft.com/en-us/download/
details.aspx?id=42518
Recx Security Analyser 
chrome.google.com/webstore/detail/recx-
security-analyser/
ljafjhbjenhgcgnikniijchkngljgjda
Firebug  
addons.mozilla.org/en-US/firefox/addon/firebug
OWASP Zed Attack Proxy  
www.owasp.org/index.php/
OWASP_Zed_Attack_Proxy_Project
FoxyProxy  
addons.mozilla.org/de/firefox/addon/foxyproxy-
standard

OWASP Java Encoder  
www.owasp.org/index.php/
OWASP_Java_Encoder_Project
Jasypt 
www.jasypt.org
Keyczar 
github.com/google/keyczar
OWASP Dependency Check 
www.owasp.org/index.php/
OWASP_Dependency_Check
Spring Security  
projects.spring.io/spring-security
Apache Shiro 
shiro.apache.org
Pictures  
www.dreamstime.com
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