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My seven tools and libs

Microsoft Threat Modeling Tool
OWASP Java Encoder
OWASP ZAP
Recx Securlty Analyser
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Microsoft Threat Modeling Tool
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XSS

<script>alert("XSS")</script>

OK

HTML
&lt;scripté&gt;alert(&#34;XSS&#34;)&lt;/scripté&gt;

CSS
\3cscript\3e alert(\22XSS\22)\3c\2fscript\3e

JavaScript
<script>alert(\x22XSS\x22)<\/script>
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OWASP Java Encoder

String encHTML
String encCSS

Encode. forHtml (name) ;

Encode. forCssString(name) ;

String encdS Encode. forJavaScript (name);

\5tring
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|nput -> backenq
output -> frontend

Hack yourself first
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OWASP ZAP

e e Untitied Session - OWASP ZAP

| Standard mode III[J[!]DF;I[ e DIEIE IDIEm V e PP O % BdEnm o |
»m : | ¥ Schaellstart = Request o= Response [N . Skripting-Konsole |-

v @ o shes Method | | Meader Text | | Body Text 3 B
¥ L0 hap / focalhost 8080 L J { ) L ) = 4
.| PP GET:xss POST http://localhost:8880/xss/escaped MTTP/1.1
v D Pxss Most: loauan:mlws : el ) "
. _ User-Agent: Mozi .0 (Macintosh; Intel Mac 0S5 X 10.10; rv:34.0) Gecko/20100101 Firefox/34.0
| IPPOST.escapediommputEscapedNarl Lo ocoane: text/ntal,application/xhtalexal,application/xml;qe0. 9, /+;qe0.8
¥ . % resources cept-Language: de,en-US;q=0.7,en;q=0.3
v L Pess Referer: http://localhost:8080/xss/
. styles Cookie: JSESSIONID=68A3TFE9022067985B046968D4C26C742
U WG - Connection: keep-alive
Content=Type: application/x-www-fors-urlencoded
Content-Length: 22

mame=<script>alert(document. cookie)</script>

_“Rm X Break Points T Alents D Active Scan # Spider 7" “Forced Browse” © Fuzzer 7 Params 5 Hup Sessions  » |

@ @ | FilterOFF

d Req Timestamp Method URL Code Reason RTT Size Resp. Body Highest Alert Note Tags g
107/00/15 13:52:05 CET hetp / Nlocalhost 8080 /xss/ 200 0K Séms 207Ki8  Low Form
207/01/18 13:52:.08 CEY hetp / flocalhost 8080 /xss /resources /css/styles. ... 200 0K 11ms 363 bytes I Low
707/00/15 13:52:55 POST hetp:/ flocalhost 8080 /xss/escaped 200 0K 105 ms 477 bytes i Low

2P _Current Scans 3 0 %0 .0 $0 $0 %0







response.addHeader (
"Content-Security-Policy",
"default-src 'none’';
script-src 'self’;
style-src sample.org’



Firebug

# 9 € > )= Konsol HIML CSS  Skipt DOM  Netrwerk - Cookies memmw AV)Q..
4  toweon Dawerat EB) HTML CSS  JavaScript R Bider Plgins  Meden  Scheifen
R status Domain | GroSe | Remote-w
¥ GLY alljsp 200 OK localhost 8080 5598 127.0.0.1:8079 B G0ms
Header Antwort HTML Cache Cookies
'W'M' Queitext anzeqe
Cache-Control no-store, mo-cache, must-revalidate
Content-Length 53%%
Content-Type text/htal;charset«IS0-1859-1
Date Wed, 07 Jas 2015 13:24:22 Gev
Cxpires Wed, 31 Dec 1969 23:59:59 Gwr
Server Apache-Coyote/l.1

Strict~Transport-Security sax-age~31556926; iacludeSubDomaline
X- 1; sode~bleck
contemt-security-policy default-sre 'self’'; frame-ancestors 'mone’; reflected-xss block
x-content-type-options nosniff
x-frame-options DENY

|

¥ Anfrage-Header

text/Atal ,application/xhimlexnl ,application/xnl;q=0.9,%/%:q+0.8




Recx Security Analyser

'. httpsy/Aocahost8443/secunty-header/

e N Click the icons in the tables below for a more detailed explanation,
"’

HTTP security headers

Name Value

content-security-policy Gefault-src "seif’ v
x-content-type-options nosniff 4
x-frame-options deny 4
strict-transport-security max-age=3 1556926, includesubdomains v
cache-control no-store, no-cache, max-age=0, must-revalidate «
X~X55-protection 1, mode=block v
access-control-allow-ongin Header not retumed 4
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Safe
configuration
password
storage




<context:property-placeholder
location="classpath:spring.properties" />

<bean i1d="dataSource" class="org...BasicDataSource">
<le .. =-=>

<property name="url" value="${jdbc.url}"/>
<property name="username" value="${jdbc.un}"/>
<property name="password" value="${jdbc.pw}"/>

</bean> /

jdbc .pw=sampleDbPassword



D dos — bash — 125x29
Marvin:~ dos$ listAlgorithms.sh

DIGEST ALGORITHMS: [MD2, MD5, SHA, SHA-224, SHA-256, SHA-384, SHA-512]

PBE ALGORITHMS: [PBEWITHHMACSHAIANDAES_128, PBEWITHHMACSHAIANDAES_256, PBEWITHHMACSHA224ANDAES_128, PBEWITHHMACSHA224AND
AES_256, PBEWITHHMACSHA256ANDAES_128, PBEWITHHMACSHA256ANDAES_256, PBEWITHHMACSHA3SB4ANDAES_128, PBEWITHHMACSHA3B4ANDAES_256,
PBEWITHHMACSHAS12ANDAES_128, PBEWITHHMACSHAS12ANDAES_256, PBEWITHMDSANDDES, PBEWITHMDSANDTRIPLEDES, PBEWITHSHALANDDESEDE, PBE
WITHSHAIANDRC2_128, PBEWITHSHALANDRC2_40, PBEWITHSHAIANDRC4A_128, PBEWITHSHA1ANDRC4_40)

Marvin:~ dos$ encrypt.sh input=""sampleDbPassword" password="'samplePasswordEncPassword" algorithm=""PBEWITHHMACSHAIANDAES_ 128"

~—e=ENVIRONMENT

Runtime: Oracle Corporation Java HotSpot(TM) 64-Bit Server W 25.25-b82

———ARGUMENTS
algorithm: PBEWITHHMACSHA1ANDAES 128

input: sampleDbPassword
password: samplePasswordEncPassword

———QUTPUT

dBhdXawEhtCITbd 2w+ tDPPTtKLbS6m4Z)dLe3RMiUabL7RZW17nK/ zowXBwiuSWE




<bean id="envVarConf"
class="org.jasypt...EnvironmentStringPBEConfig">
<property name="algorithm" value="PBEWITHSHA1ANDDESEDE"/>
<property name="passwordSysPropertyName"
value="APP ENCRYPTION PASSWORD" />
</bean>

<bean i1d="configurationEncryptor"
class="org.jasypt...StandardPBEStringEncryptor">
<property name="config" ref="envvVarConf"/>
</bean>

<bean i1d="propertyConfigurer"”
class="org...EncryptablePropertyPlaceholderConfigurer">
<constructor-arg ref="configurationEncryptor"/>
<property name="locations">

<list>

<value>classpath:spring.properties</value>

</list>

</property>
</bean>



jdbc . pw=ENC (s6eA5w90tgVMOvZ1hjKH/
wlndwJiGMrO)
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Keyczar uses
safe defaults
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Usage: "KeyczarTool comsmand flags™
Commands: create addkey pubkey promote demote revoke usckey importkey exportkey
Flags: location name size status purpose padding destination version asyssetric crypter peafile passphrase
Command Usage:
create —location=/path/to/keys —purposes{crypt|sign) [—nase="A name”] [-—asymsetrice=(dsa|rsalec)]
Creates a new, empty key set in the given location.
This key set sust have & purpose of either “crypt™ or “sign"
and may optionally be given a2 name. The optional version
flag will generate & public key set of the given algorithe,
The “dsa™ and “ec™ asymmetric values are valid only for sets
with “sign™ purpose.

sddkey —\locations/path/to/keys [—status={(active|prisary)] [——siressire] [-—crypterscrypteriocation] [-——padding=(0AEP|PXCS)]
Adds a new key to an existing key set. Optionally
specify & status, vhich is active by default. Optionally
specify a key size in bits. Also optionally specify the
location of » set of crypting keys, which will be used to
encrypt this key set. The optional ~-padding flag is allowed
only for key sets created with —versionsrsa. If omitted, it
defaults to OAEP.
pubkey —locations/path/to/keys —destinations/destination
Extracts public keys from a given key set and writes thes
to the destination. The “pubkey"™ command Only works for
key sets that were created with the “—asymmetric” flag.
promote —location=/path/to/keys —versionsversionNumber
Promotes the status of the given key version in the given
location. Active keys are promoted to prisery (which demotes
any existing primsary key to active). Inactive keys are
promoted to be active.
demote —=locations/path/to/keys —-versionsversionNusber
Demotes the status of the given key version in the given
location. Primary keys are demoted to active. Active keys
are made inactive.
revoke -locations/path/to/keys —-versionsversionNusber
Revokes the key of the given version number.
This key sust have been demoted t0 inactive to be revoked.
WASNING: The key will be destroyed.
usekey —locations/path/to/keys [—destinations/path/to/output] [—crypterscrypteriocation] [sessage)
Encrypt or sign the message using the prisary key of the key set. If the key set is
encrypted, specify the decryption key with —crypter. If [sessage)
is not specified, the sessage will be read from stdin.
If —destination is specified, the output will be written to the file
at that location; otherwise, it will be written to stdout.
importkey —locations/path/to/keys —peafile=/path/to/penfile [——padding=(0AEP|PXLS)] [-—passphrasespassphrase)
Imports a key into an existing keyset, reading it from an
existing PEM or DER-Tormatted X.500 certificate file or PXCS#E file.
The optional —padding flag is only valid for certificates containing
RSA keys. If omitted it defaults to QAEP. The optional
~—passphrase flag is used when importing encrypted PXCS#8 keys.
eportkey —locations/path/to/keys —versionsversionNusber -—peafile~/path/to/ocutputFile [-—passphrase=passphrase)
Exports an existing RSA or DSA public key or key pair with the
specified version nusber to & PEMN-Torsatted file which can be
used with other tools, like openssl. The passphrase option is
required for exporting private keys and not allowed for exporting
public keys.

Optional flags are in [brackets]. The notation (a|b|c) mseans “a", “b", and “c"
are the valid choices.




Keyczar stores keys
and key sets as JSON
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OWASP Dependency Check

I XSS — bash — 100x25
Last login: Wed Jan 7 10:19:21 on ttys@e3
Marvin: XSS dos$ dependency-check.sh -app Java-Web-Security -scan target/dependency/
Jan 07, 2015 10:32:32 AM org.owasp.dependencycheck.Engine doUpdates
INFORMATION: Checking for updates
Jan 07, 2015 10:32:37 AM org.owasp.dependencycheck.Engine doUpdates
INFORMATION: Check for updates complete
Jan 07, 2015 10:32:37 AM org.owasp.dependencycheck.Engine analyzeDependencies
INFORMATION: Analysis Starting
Jan 07, 2015 10:32:42 AM org.owasp.dependencycheck.Engine analyzeDependencies
INFORMATION: Analysis Complete
Marvin: XSS dos$




Dependency-Check Report

Tmpan ey Cheh & W 0er WS NS S g 8 baw oot ararpna o Wt party faperdarcoms (W soakaam Brd S Tegatems may G # Pa @y pertred by Be o e of Pa wes 90l P paring preeded corsiisen sooapiarnct by me e AL T comdior et Pare are WO awmartan cphad w0 wharee e swomet
b Pwraree o M ae Ay ae S Te e ad P ey il 4 b Ta s 4 e B et Pl Pe N famies o AALY Le e ke s ey et empes wramm o i) wd e e e Ta se P ies Pe aaves el v Pa ey et

Project: Java-Web-Security

Scan Indformation (ghow al)
o dependency-check version: 128
« Report Genevaded On: Dez 31, 2014 at 1057 12 MEZ
¢ Dependencies Scenned T1
o Vidnerable Dependencres: 3
o Vidneradiites Found 5
o Vidnerabdites Suppressed 0

Dependency CPE GAvV Highest Severity CVE Count CPE Confidence Evidence Count

commong Seupioad- 120 coe/aapache commons Sleupioad 12 commong Sleupiopd commong Nleupiond 12  Medwm 2 HIGHEST 1
ommonsMipchent 1 1 4 cpe/aapache commons-hipckent 3 1 commong Mpcient commong-hilachentd 1 Medum 2 Low El

Jrvassst-) 18 1-GA ot Coe/a sprngsource spnng_framework 3 18 1 orgavassst avasest ) 18 1.GA Medum 1 Low 1%

Description: The FleUpioad component provides & simple yet fexbie means of a3dng support for mullipan fle upioad functionalty 10 serviets and wed applcations.

al-: Wls;

SHAT: AT0C081 63 E21F JBBIDDAIBSHEBWOBEE 2ADKCC

N —
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bridging I T

BridginglT GmbH
Konigstr. 42
/0173 Stuttgart

Demo Projects
github.com/dschadow/JavaSecurity

Microsoft Threat Modeling Tool
www.microsoft.com/en-us/download/
details.aspx?id=42518

Recx Security Analyser
chrome.google.com/webstore/detail/recx-
security-analyser/
ljafjhbjenhgcgnikniijchkngljgjda

Firebug
addons.mozilla.org/en-US/firefox/addon/firebug

OWASP Zed Attack Proxy
www.owasp.org/index.php/
OWASP_Zed_Attack_Proxy_Project

FoxyProxy
addons.mozilla.org/de/firefox/addon/foxyproxy-
standard

OWASP Java Encoder
www.owasp.org/index.php/
OWASP_Java_Encoder_Project

Jasypt
www.jasypt.org

Keyczar
github.com/google/keyczar

OWASP Dependency Check
www.owasp.org/index.php/
OWASP_Dependency_Check

Spring Security
projects.spring.io/spring-security
Apache Shiro

shiro.apache.org

Pictures
www.dreamstime.com

dominik.schadow@bridging-it.de
www.bridging-it.de
blog.dominikschadow.de @dschadow

Java
Web

Security
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