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Java Web Application

Java 8

Spring Boot 1.3 (Spring 4.2, Spring Security 4)
Thymeleaf 2.1

Tomcat 8

MySQL 5 database (users and application data)
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The leading oniine platform for Java Duke spotting. This demo web application is developed by

. source code is availlable on




We developers tend to focus on
programming errors and



Threat ldentifying Threat
Modeling Threats In Modeling
Basics Applications in Action



Threat Modeling Basics

Security flaws are introduced early in the development
ifecycle, with no code developed yet

> Threat modeling Is all about finding security problems
> [hreat modeling starts early



Different ways to threat model

Which one is working out for you?

Focus on attackers: Can you really think like

an attacker?
Focus on assets: What is an asset in your

application? How do you link assets to threats?



Problems
tend to
follow the
data flow
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We are developers

Focus on the application
you are developing

Start with external entities - events which
drive activity like a click in the browser



Movie Plot Threats

0 Fun to discuss
a But not really helpful
O FOCcuUS on realistic

ol N threats
|



Creative process

Integrate with bug tracking

Add any discovered threat, even if you
are looking for something else
Tag as security bug in your bug tracker



External
Entity

Process

Data
Store

Data
Flow

Data Flow Diagrams

People or code outside your control
Any running code
T'hings that store data

Communication between processes
Or processes and data stores

Web
Server

Browser

Database

http

https



Trust Bounaoaries

Trust  Where entities with different . Gereric

Trust

Boundary privileges interact ; Boundary ;
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What are typical boundaries?

Can be technical or organizational

Networks Servers VMs Firewalls




Where are the boundaries?

Start on one side, add a boundary every time the
principal changes

1. Browser - anonymous Internet user

2. Web Server - Tomcat user
3. Database - MySQL user



ldentifying Threats in Applications

1. What are you building”

2. What can go wrong?

3. What should you do about those things that can go wrong?
4. Did you do a decent job of analysis”



What are you building?

Focus on data flow

,oometimes”indicates alternatives: model all
No data sinks: show the consumers

Data does not move by itself: draw the process
moving It



Follow the data

Web App



Add trust boundaries

Web App

Data Center 5 C\oudé




ldentify each element

Web App

Data Center 5 C\oudé




What can go wrong?

Start with the data crossing trust boundaries

Brainstorm meetings with technology experts
Elevation of Privilege game



STRIDE

Focus on threat, not on category

Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, Elevation of Privilege



STRIDE

poofing Pretending to be something or somebody else
Violated property: Authentication

ampering Modifying something on disk, network or memory
Violated property: Integrity

epudiation Claiming that someone didn’'t do something
Violated property: Non-Repudiation



nformation
Disclosure

enial of
Service

levation
of Privilege

STRIDE

Providing information to someone not authorized
Violated property: Confidentiality

Absorbing resources needed to provide service
Violated property: Availability

Doing something someone Is not authorized to do
Violated property: Authorization
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Addressing each threat

Decide for each threat how to handle it

Mitigate Eliminate Transfer Accept



Mitigate it
Preferred solution

Do something to make it harder to take advantage of
a threat (like introducing a password policy)



Eliminate it

Most secure solution

Results in feature elimination most of the time (like
removing admin functionality)



Transfer it

Team solution

Someone/ something else handles the risk - make
sure they do (like operations adding a web application
firewall)



Accept It

Last resort solution

Stop worrying about it and live with the risk (like
someone stealing your server hard disk)



Repudiating

L ogging all security relevant

actions ~09 actions in an audit log & 1001
Spoofing a dentification Password policy, token, password

O o aNg POIICY, P 1 1002

user L reset Process
authentication

Netwprk Clastic cloud Dynamic cloud 'esources (servgrs 3 1006

flooding and databases) to provide service
Tampering

network  Cryptography HTTPS/TLS 1 1007

packets



IS it complete?

Let someone introduce the application by
following the data flow

Watch out for phrases like ,Sometimes we have to do
... Instead of ... here”or ,A lot of things are happening
here which are not completely listed..."



Breadth before depth

Criteria exist to show you are NOT done, but none
to show you are done

Easy way: Have a threat of each type in STRIDE
Harder way: Have one threat per element of the
diagram



Threat Modeling iIn Action

Use one tool to threat model, version your models in a repo
and check/ update them every time the application changes.



My Profile arthur@dent.com (Rookie)

Edit Userdata Change Password

My Encounters My Confirmations
JavaOne 2014 (09/30/2014) O JavaOne 2008 (10/10/2012)
San Francisco (USA) San Francisco (USA)
JavaOne 2012 (10/01/2012) 0 JavaOne 2005 (10/10/2005)
San Francisco (USA) San Francisco (USA)

Add Encounter Add Confirmation

Duke Encounters About Navigation Follow me

The leading onine platform for Java Duke spotting. This demo web application is developed by

. source code is availlable on
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Demo



Spoofing

|[dentification and Password policy, token, password
authentication reset process

Spoofing a user

Registration form  Captcha in registration form, pending
Fake users protection and email  account unless verified by clicking
veritication on emaill link
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Summary

Threat model before you start to code
Make sure you have addressed every threat

Update your threat model frequently
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