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,Crypto is complex and full of backdoors..."




Consider who can
gain access to your
sensitive data and
any backups of that
data. This includes
the data at rest, in
transit, and even in
your customers’
browsers. Include
both external and
internal threats.
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Attackers typically
don’t break crypto
directly. They break
something else,
such as steal keys,
do man-in-the-
middle attacks, or
steal clear text data
off the server, while
in transit, or from
the user’s browser.
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Consider the
business value of

The most common flaw is simply not
encrypting sensitive data. When crypto is

Failure frequently
compromises all

employed, weak key generation and data that should the lost data and
management, and weak algorithm usage Jhave been impact to your

iIs common, particularly weak password protected. Typically, § reputation. What is
hashing techniques. Browser weaknesses [ this information your legal liability if

are very common and easy to detect, but jincludes sensitive Jthisdatais

hard to exploit on a large scale. External data such as health jexposed? Also
attackers have difficulty detecting server Jrecords, credentials, j consider the
side flaws due to limited access and they [ personal data, damage to your
are also usually hard to exploit. credit cards, etc. reputation.

www.owasp.org



There is a pattern in most data breaches...

1. All passwords are safe!

2. Stolen, but securely hashed!
3. OK, some have a simple hash...
4. Change your password now!




NoO secret, no key -> no security

BaseEncoding. Ay encode (password)
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Pure Java




Java KeyStore stores key pairs, secret keys and certificates

o Common types: PK12, JCEKS oY
o Store passwords since Java 8 |
o Keylool on command line
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' DSA 1024 01/Mai/2015 09:54:43... 01/Mai/2014 09:54:58..
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AES 192 | - [01/Mai/2014 09:53:34

KeyStore Type: JCEKS, Size: 3 Entries, Path: '/Users/
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keystore-explorer.sourceforge.net



One shared secret key for symmetric encryption

a Difficult key exchange
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simple key exchange
o Slower

ontent: Symmric
Key: Asymmetric
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| Decrypt
| with own
| private
F key

Encrypt with Bob's public key

| Verify with
| Alice’s
public key

Sign with own private key
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<context:property-placeholder
location="classpath:spring.properties" />

<bean i1d="dataSource" class="org...BasicDataSource">
<l-- ..

—_—

<property name="url" value="${jdbc.url}"/>
<property name="username" value="${jdbc.un}"/>
<property name="password" value="${jdbc.pw}"/>

</bean>

jdbc
jdbc
jdbc
jdbc

v

.driver=org.hsqgldb. jdbcDriver
.url=jdbc:hsgldb:mem: sampleDB
.un=sampleUser

. pw=samplePassword



® 00 (. bin — bash — 120x32

marvin:bin dos$ ./listAlgorithms.sh
DIGEST ALGORITHMS: [(MD2, MD5, SHA, SHA-224, SHA-256, SHA-384, SHA-512]

PBE ALGORITHMS: [PBEWITHHMACSHA1ANDAES_128, PBEWITHHMACSHA1ANDAES_256, PBEWITHHMACSHA224ANDAES_128, PBEWITHHMACSHA2
24ANDAES_256, PBEWITHHMACSHA256ANDAES_128, PBEWITHHMACSHA256ANDAES_256, PBEWITHHMACSHA3B84ANDAES_128, PBEWITHHMACSHA384AN
DAES_256, PBEWITHHMACSHAS12ANDAES_128, PBEWITHHMACSHAS12ANDAES_256, PBEWITHMDSANDDES, PBEWITHMDSANDTRIPLEDES, PBEWITHSHA
1ANDDESEDE, PBEWITHSHA1ANDRC2_128, PBEWITHSHA1ANDRC2_40, PBEWITHSHA1ANDRC4_128, PBEWITHSHA1ANDRC4_40]

marvin:bin dos$ ./encrypt.sh input="samplePassword" password="spring-jasypt" algorithm="PBEWITHSHA1ANDDESEDE"

~—==ENVIRONMENT

Runtime: Oracle Corporation Java HotSpot(TM) 64-Bit Server VM 25.5-b02

~—==ARGUMENTS

algorithm: PBEWITHSHA1ANDDESEDE
input: samplePassword
password: spring-jasypt

~——=QUTPUT

s6eASw90tgVMOvZ1hjKH/windwliGMro

marvin:bin dos$

www.jasypt.org









Keyczar offers safe algorithms for encrypting and signing

D

0 Default key lengths and modes
0 AES (128), DSA (1024), HMAC (256), RSA (4096)

o Own keystore & key mechanism
Aww.keyczar.org



Keyczar uses JSON format for key sets and keys




e OO0 (] symmetric — bash — 120x36

Usage: "KeyczarTool command flags"
Commands: create addkey pubkey promote demote revoke usekey importkey exportkey
Flags: location name size status purpose padding destination version asymmetric crypter pemfile passphrase
Command Usage:
create —location=/path/to/keys ——purpose=(crypt|sign) [——name="A name"] [-——asymmetric=(dsa|rsalec)]
Creates a new, empty key set in the given location.
This key set must have a purpose of either "“crypt" or "sign"
and may optionally be given a name. The optional version
flag will generate a public key set of the given algorithm.
The "dsa" and "ec" asymmetric values are valid only for sets
with "sign" purpose.

addkey ——location=/path/to/keys [--status=(active|primary)] [-—-size=size] [--crypter=crypterLocation] [-—-padding=(0AEP|P
KCS)]
Adds a new key to an existing key set. Optionally
specify a status, which is active by default. Optionally
specify a key size in bits. Also optionally specify the
location of a set of crypting keys, which will be used to
encrypt this key set. The optional -—padding flag is allowed
only for key sets created with ——version=rsa. If omitted, it
defaults to OAEP.
pubkey ——location=/path/to/keys ——destination=/destination
Extracts public keys from a given key set and writes them
to the destination. The "“pubkey" command Only works for
key sets that were created with the "—asymmetric" flag.
promote —location=/path/to/keys ——version=versionNumber
Promotes the status of the given key version in the given
location. Active keys are promoted to primary (which demotes
any existing primary key to active). Inactive keys are
promoted to be active.
demote —location=/path/to/keys ——version=versionNumber
Demotes the status of the given key version in the given
location. Primary keys are demoted to active. Active keys
are made inactive.
revoke —location=/path/to/keys ——version=versionNumber
Revokes the key of the given version number.
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Hashmg s a fast one way oprlon

40 Same input -> same hash value
{= Arblrary tong mput . ﬂxed tength output
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o New salt with every
password change -
0 Store plaintext salt besides
password hash * o
,\t ‘g
0 Salt size as \ong a$ £ .‘*’

hash output =» x,,s **s




1. PBKDF
2. SCrypt - resource
3. berypt - iteration count
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Apache Shiro provides safe defaults for encrypting and hashing

‘ple terations configurable

0 Bullt-in salt generation
0 Base salt (private)
o Public salt

-~

shiro.apache.org






Welcome to OWASP

passfault

Paving the road to
sSecure passwords

Because passwords can be less annoying. and more intuitive,

(nat) (ny) (How) (motics) (rry 1) (seta) (0pen souree)

Enter & Pasawerd, and click Analyze

Cee ) Analyze

Hide Exampies Mide Options

Weak Passwords thnt pass typlaal paliciem
ARerGWENIZINAIE8) « Mernabad * srachadTh -
Strong Pasawerds that fall typlcal policies

----- jeyhdoew po ¢ seallinavtie satararbel

Craching Mardware

Pasawerd Protection
MCrotoft Wndows AT Lan LRl :

This password needs more strength
Time To Crack: '
less than 1 day
8 Billion
| HORIZONTAL HORIZONTAL | HORIZONTAL HORIZONTAL |
English Eaglish English English

25% || 25% |

www.owasp.org/index.php/OWASP_Passfault



o Dontinvent crypto, use it

o Crypto libraries come with limitations but
easler usage ‘

o Change your keys frequently
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Demo Projects
github.com/dschadow/JavaSecurity

Cryptographic Storage Cheat Sheet

www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet Java

CrypTool Web

www.cryptool.org

Security

Pictures
www.dreamstime.com
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