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Failed with nothing but
the best intentions




Maintain



© Skipping threat modeling
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1. Know the web application

2. Know all external entities
3. Threat model
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Implement

Storing plaintext passwords

Encrypting passwords

Simply hashing passwords



Password Retriever

Forgotten your password? No problem! Just enter your email address and postcode below and click the "Retrieve" button. Your password will display on the screen. An email
with your d ill be also sent to you, please ma_ke sure the email address entered is the same as you used when you created your account.
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Display password on screen directly ‘

Retrieve |
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'one back. To change your password, please Go Here |




passwOrds

6kWK1d4A30ov7YFsuj/2zAA==
U21uONg98D+CEHkz5n5vUg==

MsBLPOvD/Au05dUmYj/KHA==



Password hash algorithms

1. PBKDF2

>|Integrated in plain Java

> [terations against brute force attacks
2. bcrypt

>|Integrated in Spring Security

> [terations against brute force attacks
3. scrypt

>D0OS possibility on servers

> Memory against brute force attacks

GOING
ROUND
IN CIRCLES







Change # iterations with new hardware

Set a transition period

> Define period of time to update all passwords
Update hashed user password during log-in

> Calculate new random salt

> Calculate new hash with new # iterations
Deactivate not updated user accounts

> Set password to null

> Requires password reset process afterwards



Enforce length limit on password fields

<h:inputSecret i1d="password" maxlength="1024">
<f:validatelLength minimum="10" maximum="1024"/>
</h:inputSecret>

private byte[] hash(PBEKeySpec keySpec) {
return secretKkKeylFactory.generatesecret
(keySpec) .getEncoded () ;



O,

Change Password

Current password = eececceces
New password =~ eeeccccccccccccccce

Confirm new pas SWOTI'( eeecccccccccccccce

Submit

Prevent unintended password change via
> Cross-Site Request Forgery vulnerability
> Session id knowledge



Require password to
change account
emalil address




Implement

Disabling pasting passwords

Delivering log-in form via HTTP



Jisabling pasting into password fiel

- Does not stop any attack
> Does not provide any more security

> Does frustrate users
4 K
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Germany (Deutsch) @ Anmelden

Einloggen

Einloggen Angaben merken




HTTP log-in page puts
security in jeopardy

UNSAFE
BEYOND
THIS PUOINT
¢ - @¥
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Log-in form requires HTTPS

Link to dedicated
HTTPS log-in  HSTS header™ _
page o '
= [
L99 in pag \ HSTS to force

O e ————
i HTTPS for

whole page




@WebFilter (urlPatterns = { YA })

public class HSTS implements Filter {
public void doFilter(..) {
HttpServletResponse response =
(HttpServletResponse) res;

response.addHeader (
"Strict-Transport-Security ,
"'max-age=31556926");

chain.doFilter(req, response);

}
// ..



Implement

Skipping session configuration

Keeping session id after log-in



<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-war-plugin</artifactId>
<version>2.6</version>
<configuration>

<failOnMissingWebXml>
false
</failOnMissingWebXml>

</configuration>
</plugin>




<web-app ... version="3.1">
<session-config>
<!-- 1dle timeout after session explires -->

<session-timeout>30</session-timeout>
<cookie-config>

<!-- prevent session 1d script access -->
<http-only>true</http-only>
<!-- transfer cookie via https only -->

<secure>true</secure>
</cookie-config>
<!-- session id in cookie, not URL -->
<tracking-mode>COOKIE</tracking-mode>
</session-config>
</web-app>
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Session fixation & session hijacking

Session fixation
> Physical access, URL manipulation, XSS, ...
> VIctim uses session Id provided by attacker

Session hijacking
> Attacker gains access to unprotected session 1d



» LiImIt session duration

> Force HTTPS

> Invalidate session after log-out
> Change session id after log-in






© Using outdated libraries

Maintain



Frameworks and
libraries decline
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Marvin:xss dos$ dependency-check.sh —-a XSS -s target/dependency/

Mai 05, 2015 8:42:54 PM org.owasp.dependencycheck.Engine doUpdates
INFORMATION: Checking for updates

Mai 05, 2015 8:44:25 PM org.owasp.dependencycheck.Engine doUpdates
INFORMATION: Check for updates complete

Mai 05, 2015 8:44:25 PM org.owasp.dependencycheck.Engine analyzeDependencies
INFORMATION: Analysis Starting

Mai 05, 2015 8:44:30 PM org.owasp.dependencycheck.Engine analyzeDependencies
INFORMATION: Analysis Complete

Marvin:xss dos$



<reporting>
<plugins><plugin>
<groupld>org.owasp</groupId>
<artifactId>dependency-check-maven</artifactId>
<version>1.2.11</version>
<reportSets>
<reportSet>
<reports>
<report>aggregate</report>
</reports>
</reportSet>
</reportSets>
</plugin></plugins>
</reporting>



Post-build Actions

Publish OWASP Dependency-Check analysis results

Dependency-Check results

Run always

Detect modules

Health thresholds

Health priorities

Status thresholds (Totals)

Fileset includes setting that specifies the generated raw Dependency-Check XML report files, such as **/dependency-check-
report.xml. Basedir of the fileset is the workspace root. If no value is set, then the default **/dependency-check-report.xml is
used. Be sure not to include any non-report files into this pattemn.

By default, this plug-in runs only for stable or unstable builds, but not for failed builds. If this plug-in should run even for failed
builds then activate this check box.

Determines if Ant or Maven modules should be detected for all files that contain wamings. Activating this option may increase
your build time since the detector scans the whole workspace for 'build.xml' or ‘pom.xml’ files in order to assign the correct
module names.

100% = 0%

Configure the thresholds for the build health. If left empty then no health report is created. If the actual number of warnings is
between the provided thresholds then the build health is interpolated.

Only priority high— Priorities high and normale All priorities
Determines which waming priorities should be considered when evaluating the build health.

All priorities Priority high Priority normal Priority low
5 2 3 5

-

If the number of total warnings is greater than one of these thresholds then a build is considered as unstable or failed,
respectively. |.e., a value of 0 means that the build status is changed if there is at least one warning found. Leave this field
empty if the state of the build should not depend on the number of warnings.

Compute new warnings (based on the last successful build unless another reference build is chosen below)

Default Encoding
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DEPENDENCY-CHECK

\ 2

Degendoncy-CTheck s an 0pon 30ure 100l performing a beal offor! analyss of 3nd party dependencies, false poalives and false negatves may exial n e analyss performad by the 100l Use of the 1001 and e reporing provided conmitules accopiance for use in an AS IS condiion, and there are NO warrarnbes, rmpled o
CEherwine, with regarc 10 the analyss Or 23 Use Ar'.y use of the oo and the reporting provicod s 38 B wser s Nk It No ovendt shal Te copynght holder or OWASP bo held labilo for ary CaTages WSaliogver annng Ot of o In connecton wih e e of this 1ol the a“alsn poriormed, or the rosutng report

Project: JavaSecurity

Scan Information (show all):

dependency-check version: 1.2.10
Report Generated On: Apr 26, 2015 at 10:21:25 CEST

Highest Severity CVE Count CPE Confidence Evidence Count
Medium 2 HIGHEST 14
Medium 2 LOW 15

commens-hitechent-3.1.jar cpeJa:apache:commons-hitpclient:3.1
cpeJa:apache:hitpclient:3.1

batik-css-1.7 jar cpe/a.apache:batik:1.7

Medium 1 HIGHEST 14
High 18 LOW 23

Dependencies

Description: The FileUpload component provides a simple yet flexible means of adding support for multipart file upload functionality to serviets and web applications.
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What you do now

> Prepare Implementation witn threat
modadeling

> [ hink when implementing security
functionality

> Keep 3rd party libraries up-to-date
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KonigstralBe 42 dominik.schadow@bridging-it.de Blog blog.dominikschadow.de
70173 Stuttgart www.bridging-it.de Twitter @dschadow

Demo Projects
github.com/dschadow/JavaSecurity

HTTP Strict Transport Security RFC
tools.ietf.org/ntml/rfc6797

Microsoft Threat Modeling Tool
www.microsoft.com/en-us/sdl/adopt/
threatmodeling.aspx

Mozilla SeaSponge
air.mozilla.org/mozilla-winter-of-security-
seasponge-a-tool-for-easy-threat-modeling

OWASP Dependency Check
www.owasp.org/index.php/
OWASP_Dependency_Check

Spring Security
projects.spring.io/spring-security

Pictures Web
www.dreamstime.com SeCU llty

Jobs@bridgingIT
www.bridging-it.de/java



mailto:dominik.schadow@bridging-it.de
http://www.bridging-it.de
http://blog.xml-sicherheit.de

