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Failed with nothing but 
the best intentions



Design

Implement

Maintain
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Skipping threat modeling



Develop software that 
is secure by design

1. Know the web application
2. Know all external entities
3. Threat model
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Storing plaintext passwords

Encrypting passwords

Simply hashing passwords





passw0rd$

6kWK1d4A3ov7YFsuj/2zAA==

U2iuONg98D+CEHkz5n5vUg==

MsBLPOvD/Au05dUmYj/KHA==



Password hash algorithms

1. PBKDF2
Integrated in plain Java 
Iterations against brute force attacks 

2. bcrypt
Integrated in Spring Security 
Iterations against brute force attacks 

3. scrypt
DoS possibility on servers 
Memory against brute force attacks



Demo



Change # iterations with new hardware

Set a transition period
Define period of time to update all passwords 

Update hashed user password during log-in
Calculate new random salt 
Calculate new hash with new # iterations 

Deactivate not updated user accounts
Set password to null 
Requires password reset process afterwards



<h:inputSecret id="password" maxlength="1024">
 <f:validateLength minimum="10" maximum="1024"/>
</h:inputSecret>

Enforce length limit on password fields

private byte[] hash(PBEKeySpec keySpec) {
  return secretKeyFactory.generateSecret
      (keySpec).getEncoded();
}

Arbitrary length

Fixed length



Prevent unintended password change via
Cross-Site Request Forgery vulnerability 
Session id knowledge



Require password to 
change account 

email address
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Disabling pasting passwords

Delivering log-in form via HTTP



Disabling pasting into password fields

Does not stop any attack 
Does not provide any more security
Does not stop any attack 
Does not provide any more security 
Does frustrate users





HTTP log-in page puts 
security in jeopardy



Log-in form requires HTTPS

Link to dedicated 
HTTPS log-in 

page

HSTS to force 
HTTPS for 

whole page

Log-in page

HSTS header



@WebFilter(urlPatterns = {"/*"})
public class HSTS implements Filter {
  public void doFilter(…) {
    HttpServletResponse response = 
     (HttpServletResponse) res;
    response.addHeader(
     "Strict-Transport-Security", 
     "max-age=31556926");
    chain.doFilter(req, response);
  }
  // …
}



Im
pl

em
en

t
Skipping session configuration

Keeping session id after log-in



<plugin>
 <groupId>org.apache.maven.plugins</groupId>
 <artifactId>maven-war-plugin</artifactId>
 <version>2.6</version>
 <configuration>

  <failOnMissingWebXml>
    false
  </failOnMissingWebXml>
 </configuration>
</plugin>



<web-app ... version="3.1">
 <session-config>
  <!-- idle timeout after session expires -->
  <session-timeout>30</session-timeout>
  <cookie-config>
   <!-- prevent session id script access -->
   <http-only>true</http-only>
   <!-- transfer cookie via https only -->
   <secure>true</secure>
  </cookie-config>
  <!-- session id in cookie, not URL -->
  <tracking-mode>COOKIE</tracking-mode>
 </session-config>
</web-app>



User usually receives a session 
id when visiting web application

4E01EF46D8446D1C
10CB5C08EDA69DD1



Session fixation & session hijacking

Session fixation
Physical access, URL manipulation, XSS, … 
Victim uses session id provided by attacker 

Session hijacking
Attacker gains access to unprotected session id



Limit session duration 
Force HTTPS
Invalidate session after log-out
Change session id after log-in



Demo
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Using outdated libraries



Frameworks and 
libraries decline





<reporting>
 <plugins><plugin>
  <groupId>org.owasp</groupId>
  <artifactId>dependency-check-maven</artifactId>
  <version>1.2.11</version>
  <reportSets>
   <reportSet>
    <reports>
     <report>aggregate</report>
    </reports>
    </reportSet>
   </reportSets>
  </plugin></plugins>
</reporting>







Prepare implementation with threat 
modeling 
Think when implementing security 
functionality 
Keep 3rd party libraries up-to-date

What you do now
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