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Security is a complex topic

But required in any 
(web) application

Complexity makes it 
error prone

Reduce complexity 
with libs and tools



Spoilt for choice: frameworks and libraries

Which is the best one to solve my problem?



Security has to be tested like any other functionality
How can I test the 

security of my (web) 
application?



Microsoft Threat Modeling Tool
OWASP Java Encoder

OWASP ZAP
Recx Security Analyser

Jasypt
Keyczar

OWASP Dependency Check

My seven tools and libs



What about Spring Security?



So you are developing a new web application?!



… architecture while coding?

… architecture before coding?

Who thinks about …



… security while coding?

… security before coding?

Who thinks about …



Software that is secure by design

Know the web application 
Know all external entities 

Identify all data flows 
Identify all risks



Threat model



Avoid design flaws







* by Adam Shostack - Threat Modeling

1. What are you building? 
2. What can go wrong? 
3. What should you do about those things that can go 

wrong? 
4. Did you do a decent job of analysis in steps 1 to 3?

Threat modeling key questions*



Fight the 
identified 

threats



Maintain all threat models



Demo



Know all data entering and leaving your application



Escape all untrusted data for the proper context

HTML
&lt;script&gt;alert(&#34;XSS&#34;)&lt;/script&gt;

<script>alert("XSS")</script>

JavaScript
<script>alert(\x22XSS\x22)<\/script>

CSS
\3cscript\3e alert(\22XSS\22)\3c\2fscript\3e



OWASP Java Encoder

String encHTML = Encode.forHtml(name);
String encCSS  = Encode.forCssString(name);
String encJS   = Encode.forJavaScript(name);



<%@ page language="java" contentType="text/html; 
    charset=UTF-8" pageEncoding="UTF-8"%>
<%@ page import="org.owasp.encoder.Encode" %>
<%@ taglib prefix="e" uri="https://www.owasp.org/
    index.php/OWASP_Java_Encoder_Project" %>

<html>
<body>
 <%=Encode.forHtml(request.getParameter("name"))%>
 
 <e:forHtml value="${param.name}"/>
</body>
</html>
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Never ever do the escaping yourself! Never!



You don’t know if a web application is secure if 
you don’t test security



Test your validation and escaping boundaries

Hack yourself first

validated input -> backend
escaped output -> frontend



Intercept and manipulate HTTP requests and responses





Demo



Security response header instruct the browser

Cache-Control
X-Content-Type-Options

X-Frame-Options
HTTP Strict Transport Security

Content Security Policy



Use browser as part of your defense-in-depth strategy



@WebFilter(urlPatterns = {"/*"})
public class HSTS implements Filter {
  public void doFilter(…) {
    HttpServletResponse response = 
     (HttpServletResponse) res;
    response.addHeader(
     "Strict-Transport-Security", 
     "max-age=31556926");

    chain.doFilter(req, response);
  }
  // …
}



@WebFilter(urlPatterns = {"/*"})
public class HSTS implements Filter {
  public void doFilter(…) {
    HttpServletResponse response = 
     (HttpServletResponse) res;
    response.addHeader(
     "Strict-Transport-Security", 
     "max-age=31556926");

    chain.doFilter(req, response);
  }
  // …
}



@WebFilter(urlPatterns = {"/*"})
public class HSTS implements Filter {
  public void doFilter(…) {
    HttpServletResponse response = 
     (HttpServletResponse) res;
    response.addHeader(
     "Strict-Transport-Security", 
     "max-age=31556926");

    chain.doFilter(req, response);
  }
  // …
}



@WebFilter(urlPatterns = {"/*"})
public class HSTS implements Filter {
  public void doFilter(…) {
    HttpServletResponse response = 
     (HttpServletResponse) res;
    response.addHeader(
     "Strict-Transport-Security", 
     "max-age=31556926");

    chain.doFilter(req, response);
  }
  // …
}



@WebFilter(urlPatterns = {"/*"})
public class HSTS implements Filter {
  public void doFilter(…) {
    HttpServletResponse response = 
     (HttpServletResponse) res;
    response.addHeader(
     "Strict-Transport-Security", 
     "max-age=31556926");

    chain.doFilter(req, response);
  }
  // …
}



Verify headers manually with Firebug





Demo



Keep your configuration passwords confidential

Spring, Hibernate, …



<context:property-placeholder 
  location="classpath:spring.properties" />

<bean id="dataSource" 
class="org...BasicDataSource">
  <!-- … -->
  <property name="url" value="${jdbc.url}"/>
  <property name="username" value="${jdbc.un}"/>
  <property name="password" value="${jdbc.pw}"/>
</bean>
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<bean id="dataSource" 
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  <!-- … -->
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  <property name="username" value="${jdbc.un}"/>
  <property name="password" value="${jdbc.pw}"/>
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<context:property-placeholder 
  location="classpath:spring.properties" />

<bean id="dataSource" 
class="org...BasicDataSource">
  <!-- … -->
  <property name="url" value="${jdbc.url}"/>
  <property name="username" value="${jdbc.un}"/>
  <property name="password" value="${jdbc.pw}"/>
</bean>



jdbc.driver=org.hsqldb.jdbcDriver
jdbc.url=jdbc:hsqldb:mem:sampleDB
jdbc.un=sampleUser
jdbc.pw=samplePassword



jdbc.driver=org.hsqldb.jdbcDriver
jdbc.url=jdbc:hsqldb:mem:sampleDB
jdbc.un=sampleUser
jdbc.pw=samplePassword





jdbc.pw
=

samplePassword



jdbc.pw
=

ENC(s6eA5w9OtgVM0vZ1hjKH/w1ndwJiGMr0)



Provide the encryption password at server start

Environment variable 
Servlet launched after startup



Encrypt all sensitive data with safe algorithms 

Which algorithm, mode, padding, …?

AES Modes
ECB, CBC, CFB, 
OFB, CTR, …



Swap all keys regularly like any other password 



Keyczar

Default keys, lengths and modes:
AES CBC (128), DSA (1024), HMAC (256), RSA (4096)



One key per purpose: encrypt/decrypt & sign/verify





Keyczar uses JSON for key sets and keys

No direct support 
in Java KeyStore

Import PKCS and 
X.509 certificates



Demo



Vulns in widespread libs affect many applications



Always keep your dependencies up-to-date







<reporting>
 <plugins><plugin>
  <groupId>org.owasp</groupId>
  <artifactId>dependency-check-maven</artifactId>
  <version>1.3.1</version>
  <reportSets>
   <reportSet>
    <reports>
     <report>aggregate</report>
    </reports>
    </reportSet>
   </reportSets>
  </plugin></plugins>
</reporting>





Summary



Don’t reinvent the wheel, use existing libraries

Hack your own applications

Keep all libraries up-to-date



Enjoy secure programming
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