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OWASP TOP 10 2013

wh

02 - Broken Authentication and Session Management
04 - Insecure Direct Object References

05 - Security Misconfiguration

06 - Sensitive Data Exposure
07 - Missing Function Level Access Control

09 - Using Components with Known Vulnerabilities
10 - Unvalidated Redirects and Forwards
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A2 - Broken Authentication and Session Management
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Unauthorised entry is
punishable by
one year imprisonment.
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<?xml version="1.0" encoding="UTF-8"?2>
<web-app ... version="3.1">
<l e ... ==>
<session-config>
<session-timeout>30</session-timeout>
<cookie-config>
<http-only>true</http-only>
</cookie-config> "\
<track1ng—mode>C00KIE<“
</session-config>
</web-app>

tracking-mode>

“Tomcat 7






protected void configure(HttpSecurity http) {
http.authorizeRequests ()
.antMatchers("/*", "/resources/**").permitAll()
.antMatchers("/admin/**").hasRole( "ADMIN")
.anyRequest () .authenticated()
.and() .formLogin();
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interface GreetingService {
SN @PreAuthorize("hasRole('ROLE_USER')")
s String greetUser();

B @PreAuthorize("hasRole(ROLE_ADMIN')")
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Bl String greetAdmin();
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A4 - Insecure Direct Ohject References

/accountNo ™, accountNo
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Always test ownership/ rights for requested data

@PreAuthorize("hasRole( 'ROLE USER')")
List<Account> getAccountsForUser(USér_user) {
String query = "SELECT * FROM accoun#s
+ "WHERE user id = ?"; i

Connection con = ...; :
session value

PreparedStatement pstmt =
con.prepareStatement (query) ;
pstmt.setInt(1l, user.getUserId());

ResultSet rs = pstmt.executeQuery();






A10 - Unvalidated Redirects and Forwards
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HTTP Strict Transport Security Header (HSTS)

doPost (HttpServletRequest, HttpServletResponse) {
response.setHeader ("Strict-Transport-Security",
"max-age=2592000; includeSubDomains”);



HSTS requires browser support as every other policy
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Chrome, Firefox,
Opera, Safari

eret Explorer http://caniuse.com/stricttransportsecurity
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PBKDF2 slows down brute force attacks
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Apache Shiro

shiro.apache.org

Spring Security
projects.spring.io/spring-security

Coverity Security Library
github.com/coverity/coverity-security-library

OWASP Enterprise Security API
www.owasp.org/index.php/
Category:OWASP_Enterprise_Security_AP|

OWASP Java Encoder
www.owasp.org/index.php/OWASP_Java_Encoder_Project
OWASP Java HTML Sanitizer
www.owasp.org/index.php/
OWASP_Java_HTML_Sanitizer_Project
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»import «

>

(groupldrorg.apache.commons</grouplid>
cartifactidrcommons-langld</artifactlidy
<version>d.3.2¢/version>

~.j‘r. type)>

»

pldrorg.richfaces</gr

cartifactlidorichfaces-bomc/artifact

ersion>${org.richfaces.bom. version) < /versi

W > Emport «

[drorg.mockitoc/grouplds
tifactidomockito-cored/artifactid>

cversion>1.9.5¢/ve

<R

e>test</scope>

pldrorg.mockitod/grouplds
rtifactidomockito-all</artifactl
$i0n>1.9.5¢</version>
e>Test«

wpldrorg.apache.velocity«

irtifactidovelocity</artifactia
${velocity.version)

roupldrcon. icegreend/gr

cartifa "'-'ﬁl"mil"‘-'? factlds
cversion>l, 3.1b«
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Overview Dependencies

ertest</scopes

Dependency Hierarchy Effective POM pomueml

-

Testsd






OWASP Dependency Check

Command Line

e 0o (L] Ch07_XSS — bash — 63x5 "
Last login: Sun Apr 20 13:58:32 on ttys001l

marvin:Ch@7_XSS dos$ dependency-check.sh ——app Ch@7_XSS --out .

--scan target/dependency

Jenkins

Post Steps

9 Run only if buld succeeds Run only ¥ buld succeeds or is unstable Run regardiess of buld result
Shouid the post-budid steps run only for successful budds, etc.

Invoke OWASP Dependency Check analysis
Path to scan ear/target/ear-1.0.0/Ab, engne/target/engine-1.0.0/WEB-INFAD, web/target/web-1.0.0/WEB-INFAD

m— . pe— ___ - — 7“, — == S

ZIP extensions

Disable CPE auto-update
E£nable verbose logong
Generate optional HTML reporns

Skip if trgoered by SCM changes

EEEREEECICK:

Skip if tnggered by upstream changes

Loschea

Add post-buid step ‘



OWASP Denendency Gheck Results

Dependency-Check Trend
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Dependency-Check Warnings - Normale Prioritat
Details

richiaces-core-api-4.3.5.Final. jar , CVE-2014-0086 , Severity: Medium

The dorilter function in webapp/Pushitandlertilter, java in JBoss Richl aces 4.3.4, 4,3.5, and 5.x allows remote attackers 10 cause a denial of service (memory consumption and out-of-
memory error) via a large number of malformed atmosphere push requests.

CVSSv2 Score: 4.3
NIST Reference: CYE-2014-0
Category: CWE-20 Improper Input Vahdation

References: Source: CONFIRM
Name: https: //ougalla, redhat . com/show_Dug.cgind=1067268
URL: hitps . /bugaiy. redhat comishow bug.coind=1067268

Source: CONFIRM
Name:  hitps://gthub.com/psiegr/
URL: Ltps //gthub o ‘

core- 1/comme/81311150031Sbec738475d2b724472¢4087d0757
core- 1/ R SO0 Sdzb724 757

Source: CONFIRM
Name: https://issues. jboss. org/browse/RF-13250
URL: hitps JAssues Jbass org/browse/RE-13250

Source: SECUNIA
Name: 57053

URL: hitp.//secuni comiadvisomes/S 7053
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Dominik Schadow dominik.schadow @bridging-it.de
www.bridging-it.de

BridginglT GmbH
KonigstraBe 42 Blog blog.dominikschadow.de
70173 Stuttgart Twitter @dschadow

Demo Projects
github.com/dschadow/JavaSecurity

www.dreamstime.com

OWASP

WWW.OWasp.org

OWASP Dependency Check Java
www.owasp.org/index.php/OWASP_Dependency_Check Web
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