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Java Web Application!
Java 7 

Spring 3.2 
JSF 2.2 
JPA 2.1 

Tomcat 7





Pragmatic 
Java Web Security



01 - Injection 
02 - Broken Authentication and Session Management 
03 - Cross-Site Scripting (XSS) 
04 - Insecure Direct Object References 
05 - Security Misconfiguration 
06 - Sensitive Data Exposure 
07 - Missing Function Level Access Control 
08 - Cross-Site Request Forgery (CSRF) 
09 - Using Components with Known Vulnerabilities 
10 - Unvalidated Redirects and Forwards

OWASP TOP 10 2013

JPA

JSF

JSF





A2 - Broken Authentication and Session Management



<?xml version="1.0" encoding="UTF-8"?>  
<web-app ... version="3.1">  
    <!-- ... -->  
    <session-config>  
        <session-timeout>30</session-timeout>  
        <cookie-config>  
            <http-only>true</http-only>  
        </cookie-config>  
        <tracking-mode>COOKIE</tracking-mode>  
    </session-config>  
</web-app>

Tomcat 7

Prevent scripts from accessing the session cookie



Change the session id after a user logged in



A7 - Missing Function Level Access Control

protected void configure(HttpSecurity http) {"
 http.authorizeRequests()"
  .antMatchers("/*", "/resources/**").permitAll()"
  .antMatchers("/admin/**").hasRole("ADMIN")"
  .anyRequest().authenticated()"
  .and().formLogin();"
}



Methods have to execute authorization checks

public interface GreetingService { 
  @PreAuthorize("hasRole('ROLE_USER')") 
  String greetUser(); 
!

  @PreAuthorize("hasRole('ROLE_ADMIN')")!
  String greetAdmin(); 
}



A4 - Insecure Direct Object References

accountNo 
= 

4534524352

accountNo 
= 

e823jd4



Always test ownership/ rights for requested data
@PreAuthorize("hasRole('ROLE_USER')")"
List<Account> getAccountsForUser(User user) {"
 String query = "SELECT * FROM accounts ""
  + "WHERE user_id = ?";"
!
 Connection con = ...;"
!
 PreparedStatement pstmt = "
  con.prepareStatement(query);"
 pstmt.setInt(1, user.getUserId());"
!
 ResultSet rs = pstmt.executeQuery();"
!
 ..."
}

Session value



Demo



A10 - Unvalidated Redirects and Forwards



Validate input and complete URL, check permissions



A6 - Sensitive Data Exposure



doPost(HttpServletRequest, HttpServletResponse) {"
  response.setHeader("Strict-Transport-Security","
    "max-age=2592000; includeSubDomains“);"
}

HTTP Strict Transport Security Header (HSTS)



Chrome, Firefox, 
Opera, Safari

Internet Explorer

HSTS requires browser support as every other policy

http://caniuse.com/stricttransportsecurity



Never ever invent your own crypto algorithm. Never!



Nobody needs to restore the original password



PBKDF2 slows down brute force attacks

New salt with every  
password change 
Store plaintext salt 
besides password hash 
Salt size as long as  
hash output



Demo



A5 - Security Misconfiguration



More and more libs are secure by default



Test the library functionality you are using



Integrate only one (complete) security framework



Useful security frameworks and specialized libraries
Apache Shiro!
shiro.apache.org 
Spring Security!
projects.spring.io/spring-security
Coverity Security Library!
github.com/coverity/coverity-security-library 
OWASP Enterprise Security API!
www.owasp.org/index.php/
Category:OWASP_Enterprise_Security_API 
OWASP Java Encoder!
www.owasp.org/index.php/OWASP_Java_Encoder_Project 
OWASP Java HTML Sanitizer!
www.owasp.org/index.php/
OWASP_Java_HTML_Sanitizer_Project



A9 - Using Components with Known Vulnerabilities

Awareness?

Maintenance?

Test?



Vulnerable libs are a weak part in YOUR application



OWASP Dependency Check
Command Line

Jenkins



OWASP Dependency Check Results



Developers make 
the differenceAwareness is the first step 

Small changes are often 
enough 
Activate/ verify safe settings 
in all libraries
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