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e e OWASP Proactive Controls

B S e Main OWASP Proactive Controls 2016 Top 10 Mapping 2016

+ s '..: - by The OWASP Top Ten Proactive Controls 2016 is a list of security concep
A are ordered by order of importance, with control number 1 being the mos

. Verifty for Security Early and Often

. Parameterize Queries
. Encode Data OWASP ASVS 3.1 (early access)
. Validate All Inputs

. Implement Identity and Aul
implement Appropriate Acc

« ASVS V1 Architecture
« ASVS V2 Authentication
» ASVS V3 Session Management
o ASVS V4 Access Control
« ASVS V5 Input validation and output encoding
« ASVS V7 Cryptography
e ASVS V8 Error Handling
. N e « ASVS V9 Data Protection
: ;"‘?’ B« ASVS V10 Communications
A .. - « ASVS V13 Malicious Code
A o ‘m B« ASVS V15 Business Logic Flaws
« ASVS V16 Files and Resources
« ASVS V17 Mobile
e ASVS V18 API
« ASVS V19 Configuration
e ASVS V20 Internet of Things

. Protect Data

implement Logging and Int
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Leverage Security Framew
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Error and Exception Handh




Security
awareness







The earlier you start,
the,more time tc

dlan and fix



Playing serious
games at work
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for a threat a threat modeling to deepen the
modeling game game with the security
before integrating development knowledge of the

the team team developers



Preparation

Playing a threat
modeling game
requires preparation




Identifying threats Iin applications

Know the
application
Mitigate Identify
threats threats
Rank Detaill

threats threats



What are you building?

Not a complete architecture diagram
Focus on detalls that are relevant for security
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% Duke Encounters - Microsoft Theeat Modeling Tool (Preview)
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External
Entity

Process

Data
Store

Data
Flow

Data Flow

People or code outside your control
that interact with the application

Code and components that handle
data and the dev team controls

Anything that stores data and does
not modify It

Represents data movement within
the application (including direction)



Trust

Trust Represents the change of privilege
Boundary levels as the data flows through the
application (change in level of trust)

https Web https
' > \ server / < : https Web https
' > \ server | :



Typical boundary locations

Follow the data, add boundary for new principal

Anonymous Tomcat
user user



Typical boundaries

Can be technical or organizational




A data flow diagram is a living document

Check and update them every time the application
changes and regularly from time to time



Execution
Track down and identify threats




¥ Duke Encounters - Microsoft Threat Modeling Too! (Preview)
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Start with a Data
Flow Diagram
walkthrough
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Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, Elevation of Privilege



poofing

ampering

epudiation

IDE

Pretending to be something or somebody else
Violated property: Authentication
Standard defenses: Passwords, multi-factor authN

Modifying something on disk, network or memory
Violated property: Integrity
Standard defenses: Digital signatures, hashes

Claiming that someone didn’t do something
Violated property: Non-Repudiation
Standard defenses: Logging, auditing, timestamps



nformation
Disclosure

enial of
Service

levation
of Privilege

STR

Providing information to someone not authorized
Violated property: Confidentiality
Standard defenses: Encryption, authorization

Absorbing resources needed to provide service
Violated property: Availability
Standard defenses: Filtering, quotas, auto scaling

Doing something someone Is not authorized to do
Violated property: Authorization
Standard defenses: Input validation, least privilege



External Entity

Process

Data Store

Data Flow




lampering ————————Category

Your code makes access

control decisions all OVer m—— Description

the place, rather than with a
security kernel.

Score




Follow the data

Start with external entities
Follow the data flow through your application in a
structured way



Focus on threats

It’s Important to find the threats first

Play a threat even if you think it Is already mitigated
(really, everywhere?)

Be specific In naming threats



S core C ad fd Microsoft* Security Development Lifecycle e

Points | Card Component(s) Notes on Threat

Score +1 for each card with a valid threat to the application under consideration
Score +1 for the winner of a round






Data Validation and Encoding, Authentication,
Session Management, Authorization, Cryptography,
Cornucopia (,Fullhorn®, everything else, acts as
trump)
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Gunter can intercept or modify
encrypted data in transit because

the protocol is poorly deployed, or
weakly configured, or certificates

are invalid, or certificates are not
trusted, or the connection can be
degraded to a weaker or un-encrypted
communication

OWASP SCP
75,144,145, 148

OWASP ASVS
10.1,10.5,10.10, 10.11,10.12,10.13, 10.14

OWASP AppSensor
IE4

CAPEC
31,216

SAFECODE
14, 29, 30

OWASP Cornucopia Ecommerce Website Edition v1.20-EN

Score
Category

Description

(OWASP Secure Coding Practices)
OWASP Application Security Verification Standard
OWASP Application Intrusion Detection

Common Attack Pattern Enumeration and Classification

(Practical Security Stories and Security Tasks for
Agile Development Environments)
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Score +1 for each card with a valid threat to the application under consideration
Score +1 for the winner of a round —
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Hack yourself
(first)



Threat verification

Attack your web application on a TEST system or
localhost
Try to prove presence or absence of a threat



Untitled Session - OWASP ZAP 2.7.0

& Default Context
v @ Sites
AR 1./ [localhost 808
" m POST escapedi(name)
__ v wm GET:plain
% POST: plaininame)
I m POST prepared(name)
I wm GET:robots.txt
__ ' w GET:sitemap.xml
™ CET:sqgl-injection
v w GET:webjars
» . M webjars

B 28 4la ¢ o/rv[t/o/Xmmm: 0/G/€

¥ Quick Start = Request &= Response [N +

Method Header: Text Body: Text S

POST http://localhost:8080/plain HTTP/1.1

Host: localhost:8080

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13; rv:59.0) Gecko/20100101 Firefox/59.0
Accept: text/html,application/xhtel+xml,application/xnl;q=0.9,%/+;q=0.8
Accept-Language: de,en-US;qu@.7,en;qw0.3

Referer: http://localhost:80380/

Content~Type: application/x-www=form-urlencoded

Content-Length: 9

Cookie: jenkins~timestamper-offset=-3600000

Connection: keep-alive

Upgrade-~Insecure-Requests: 1

name=" or '1' = '

" History “ Search M Alennis  Output _ +

# NewScan  Progress: 0: http://localhost:8080 Il B o] Q0N = — OiCurremScans:O URLs Found: 12 Nodes Added:8 & Export

“ Added Nodes  Messages

Processed

Method

GET
GET
CET
CET
CET
CET
CET
GET
CET

URI Flags
htp://lecathost 8080/ Seed
http:/ /locathost: 8080 /robots. txt Seed
http:/[locathost-8080 /sitemap.xml Seed
http: /Jlecathost: 8080 /plain Seed
http: / flecathost-8080 /sql-injection/ Seed
http://locathost-B080 /webjars Seed
hup //locathost 8080 /webjars /bootstrap Seed
http://locathost: 8080 /webjars/bootstrap /css Seed
http://lecathost:8080 /webjars /bootstrap /css/bootstrap.min.css Seed

htp: //lecathost 8080 /plain
http://locathost 8080 /escaped

a
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Wrap-up every game



Issues ~+ Boards - Create

Duke Encounters / DUKE-1

29. Cross Site Request Forgery

# Edit ) Comment Assign to 'In Progress' Admin ~
Details People
Type: £ Risk Status: L) (View workflow) Assignee:
Priority: + Highest Resolution: Unresolved
Labels: ElevationOfPrivi Reporter: ' Dominik
Description Votes: 0
Ensure that a CSRF token is added to each POST request. Watchers: € Stop watching
Attachments
| Dates
(s> Drop files to attach, or browse. |
Created.: 7 minutes ago
Updated. 7 minutes ago
Activity
Agile

Al Comments Worklog History Activity v e
lew on Boar



Address each threat

Mitigate Eliminate Transfer Accept



Mitigate it

Do something to make it harder to take advantage of
a threat

Add Spring Security AND configure it



Eliminate 1t

Results In feature elimination most of the time

Remove admin functionality from Internet facing
application



Transfer 1t

Someone/ something else handles the risk,
depending who can easily fix the problem

Operations adds a web application firewall



Accept it

Stop worrying about it and live with the risk

Someone steals your servers’ hard disk



Someday your web applications will be too
secure for you to hack them easily

Use Intentionally vulnerable web applications and
hack them for educational purposes



Extensions

Integrate intentionally
vulnerable web
applications
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[’] OWASPE Juice Shee

@ ContactUs ) About Us c

‘ OWASP Juice Shop v7.0.2 %) Login O English ~ _ Q Search %,

All Products

Image Product Description Price
Apple Juice The all-time classic. 1.99 “
(1000mi)
Apple Pomace Finest pressings of apples. Allergy disclaimer: Might contain traces of worms. Can be sent back to us for 0.89 @
8 recyciing.
Banana Juce Monkeys love it the most 1.99 ©@
(1000mi)
Carrot Juice As the old German saying goes: "Carrots are good for the eyes. Or has anyone ever seen a rabbit with glasses?* 299 @
(1000mi)
Eggfruit Juice Now with even more exotic flavour. 899 @
(S00mi)
Fruit Press Fruits go in, Juice comes out. Pomace you can send back to us for recyciing purposes.
Me want it!
n Groen Smocothie Looks poisonous but is actually very good for your health! Made from green cabbage, spinach, Kiwi and grass!



g OWASRP Juice Shop v7.0.2

@ Kontaktiere uns

Punkteubersicht

Schwierighkeit

x X
Name Beschreibung
Basket Access ACCESS SOmMecne aisa's basket,

Christmas Special Order the Christmas special offer of 2014,

Deprecated Interface Use a deprecated B28 interface that was not property shut down.

Five-Star Feedback  Get ridd of all 5-star customer feedback.

Login Admin Log in with the acdminstrator's user account,

Login MC SafeSearch Log in with MC SafeSearch’s original user credentials without applying SQL Injection or any other bypass.
Password Strength Log in with the adminsstrator's user credentials without previously changing tham or appiying SQL Injection.
Waoird Crypto inform the shop about an algorithm or library it should definitely not use the way it does.

* X X

WP Puniktelbersicht

:

@ Over uns



Introduction

General

Injection Flaws
Authentication Flaws
Cross-Site Scripting (XSS)
Access Control Flaws
Insecure Communication
Request Forgeries
Vulnerable Components - A9
Client side

Challenges

= WebGoat @~ [

{

What is WebGoat?

WebGoat is a deliberately insecure application that allows interested developers just like you to test vulnerabilities
commonly found in Java-based applications that use common and popular open source components.

Now, while we in no way condone causing intentional harm to any animal, goat or otherwise, we think learning
everything you can about security vulnerabilities is essential to understanding just what happens when even a small
bit of unintended code gets into your applications.

What better way to do that than with your very own scapegoat?

Feel free to do what you will with Hack. Poke, prod and if it makes you feel better, scare him until your heart’s
content. Go ahead, and Hack the goat. We promise he likes it.

Thanks for your interest!

The WebGoat Team

[

-



GAME @ HACKS

SEE HOW GOOD

» » L 2T ’ r S ) et MY . ’ ’ “
e Dress ' 2raie pDieces e 4 ]\ ni '

CHALLENGE YOUR FRIEND

HE HOUSE OF THE RISING SANDBOX

BUILD, HOST, AND SHARE FREELY VULNERABLE WEB APPLICATIONS

Start a hackme

: RUN A VULNERABLE WEB APP ON-THE-RLY
o« EXPLORE THE PROJECT

Welcome to "Hack Yourself First"!

This website is provided by troyhunt.com as part of the Pluralsight course Hack
Yoursel! First: How 10 Qo on the cyber-offence. It's full of nasty app sec holes. No

senously, it's temble!

This course is designed to help web developers on all frameworks identify risks in
their own websites Defore attackers do and it uses this site extensively to

course If
you'd like to see both the risks and mitigations in action. Note: The underlying

database will be frequently re-busit.




Security must be an
Important part of every
development project

EoP and Cornucopia help
developers to locate security
problems

Use Threat Modeling to
discover serious security
flaws

Vulnerable web
applications deepen
security knowledge



pridging | |

Marienstr. 17 dominik.schadow @bridging-it.de Blog blog.dominikschadow.de
70178 Stuttgart www.bridging-it.de Twitter @dschadow

Common Attack Pattern Enumeration and Classification OWASP Cornucopia
https://capec.mitre.org https://www.owasp.org/index.php/OWASP_Cornucopia
Elevation of Privilege Card Game OWASP Juice Shop
https://www.microsoft.com/en-us/SDL/adopt/eop.aspx https://github.com/bkimminich/juice-shop
Game of Hacks OWASP Secure Coding Practices
http://www.gameofhacks.com https://www.owasp.org/index.php/
OWASP_Secure_Coding_Practices_-_Quick_Reference_Guide
hack.me
https://hack.me OWASP WebGoat aVa
Hack Yourself First (Troy Hunt) https://github.com/WebGoat/WebGoat W o b
http://hackyourselffirst.troyhunt.com OWASP Zed Attack Proxy -
Microsoft Threat Modeling Tool https://www.owasp.org/index.php/OWASP_Zed_ Attack_Proxy_Project S e C u r l t y
https://docs.microsoft.com/de-de/azure/security/azure-security-threat- Practical Security Stories and Security Tasks for Agile
modeling-tool Development Environments here Webanwenduny

OWASP Application Security Verification Standard http://www.safecode.org/publications/SAFECode_Agile_Dev_

https://www.owasp.org/index.php/ Security0712.pdf
Category:OWASP_ Application_Security_Verification_Standard_Project Pictures

OWASP AppSensor http://www.dreamstime.com
https://www.owasp.org/index.php/OWASP_AppSensor_Project
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