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spring:
datasource:
name: myDatabase
username: myDatabaseUser
password: mySuperSecretDatabasePassword

management:
context-path: /admin
security:
enabled: true
logging:

level: warn



PROD




/\ /\ /\

P @2 @@
AN A

PP @ e




ID

1001

1002

1003

1004

USERNAME

Arthur

Zaphod

Slarti

Ford

PASSWORD

kKvgkIu7ZuPIdK9G7WUA
duTvd9TinwR1vA6foux
mgxMZwUsPUdW6

wC28772M7AYVwLe2B0Ou
dF18VB0O59KS5H1MbY91
riZpQhP6KCd33

eHkuCs817pYySnkOaKl
zDeZDCS1USedCOABQCE
sRVYzS1Uc8RzK

3kQkFnjyt008yrIjnjft
tZewS6]8yKIbywJYzvs
3HOGgtfYcAVVO

SECRET ID

42

42

42

42

SECRET DATA

Secret

Secret

Secret

Secret



Store
technical
personal
secrets securely

J

the clou

di

L7777T PR\ \ \ N\ N\

7070y

vy R
/& -.Q.Hf o oo |

------









<dependency>
<groupld>
com.github.ulisesbocchio
</groupld>
<artifactId>
jasypt-spring-boot-starter
</artifactId>
<version>
1.15
</version>
</dependency>



$ encrypt.sh input="mySuperSecretDatabasePassword" password="sample-password"
—===ENVIRONMENT--——cceemcmmee e

Runtime: Oracle Corporation Java HotSpot(TM) 64-Bit Server VM 25.144-b01

—===ARGUMENTS — === m e e e e e e

input: mySuperSecretDatabasePassword
password: sample-password

SR | - ) ;i —

pl2MjRKuUS5xk7Pn00dxJ£f627ssaNyov2U30MRK1VjQb97Cbkfi5+/uQ==



spring:
datasource:
name: myDatabase
username: myDatabaseUser
password: ENC(pl2MjKuU5xk7Pn00dxJf627ssa
Nyov2U3OMRK1VjOb97Cbkfi5+/uQ==

management:
context-path: /admin
security:
enabled: true
logging:

level: warn



jasypt.encryptor.password

System Command line Environment
oroperty argument variable

docker run

-e jasypt.encryptor.password=sample-password
-p 8080:8080

-t dschadow/sample



Encrypted!

Encryption password?
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Config Server Cryptography

Properties starting with {cipher} will
be decrypted before sent to client

Symmetric Encryption
Requires encrypt.key property (config or env variable)

Asymmetric Encryption
Requires key in PEM file or Java KeyStore and encrypt.key-store.”
oroperties



$ curl localhost:8888/encrypt -d mySuperSecretDatabasePassword -u user:secret

AQAlocajMl+cUswb9rnJ/5qlX£fvud9zD2nnf804PZuVQdXKpXI2cpXvur8eCWvwfZkQCYpZHS8LBGAYDbR
t2WH7CIJWIH+J1iHXP700L2fNm/6E4uq7qUIpPtXX4u2H7Mzap4aPzVo8tGIq/jWNUVB8ET/+svIJwnEIB31I
D8I2FLkgZ1lpEu9YNIIXWuOqnZuI8h6zQsflY1l/zQVdTk848B9plCO5PoMXhxPlUyXi5W7iP+5ZDh8Mgx
J+SRSeslqvsPlc8JjrlRkzGe84bP5zcaCtLkwAhv697Z1geDDeAWEUUF107ZpiPdZmebB8MOCHP31I£G
DKD8RN7TKiXgDPOWmM6ENl1cI+cJ+81l4TT7vF£7+G0YogJA20A0audAuxabCjok56Rno40p88KKPob9dJO

FpawSgmR

$ curl localhost:8888/decrypt -d AQAlocajMl+cUswb9rnJ/5qlXfvud49zD2nnf804PZuVQdXK
pXI2cpXvur8eCWvwifZkQCYpZHS8LBGAYbRt2WH7CIWI9H+JiHXP700L2fNm/6E4uq7qUIpPtXX4u2H7Mza
p4aPzVo8tGIq/JWNUVSB8EfT/+svIwnEIB3ID8I2FLKgZl1pEu9YNIIXWuOgnZulI8h6zQsflY1l/zQvdTk848
B9plCO5POMXhxPlUyXi5W71iP+5ZDh8MgxJ+SRSeslqvsP1lc8J)Jrl1RkzGe84bP5zcaCtLkwAhv697Z1ge
DDeAWEUUF1lo7ZpiPdZmebB8MOCHp31IfGDKD8RN7TK1XgDPOWmM6ENl1cI+cJ+81l4TT7vF£7+G0YogJA20
AQaudAuxabCjok56Rno40p88KKPOob9dJOFpawSgmR -u user:secret
mySuperSecretDatabasePassword



spring:
datasource:

name: myDatabase

username: myDatabaseUser

password: '{cipher}AQAlocajMl+cUswb9rnJ/
5glXfvud9zD2nnf804PZuVQdXKpXI2cpXvur8eCWvwiZkQCYpPZHS8
LBGAYbRt2WH7CIJWIH+JiHXP700L2£fNm/6E4uq7qUIpPtXX4u2H7M
zap4aPzVo8tGIq/jWNUV8£fT/+svIJwnEIB3ID8I2FLKgZl1pEu9¥YNI
IXWuOqgqnZulI8h6zQsflY1l/zQVdTk848B9plCO5POMXhxPlUyXi5W7
1P+5ZDh8MgxJ+SRSeslqvsP1lc8Jjrl1RkzGe84bP5zcaCtLkwAhv6
97Z1geDDeAWEUUFlo7ZpiPdZmebB8MOCcHp31I£fGDKDS8RN7TK1iXgD
POWm6ENl1lcI+cJ+814TT7vF£7+GO0YogJA20A0audAuxabCjok56Rn

040p88KKPob9dJOFpawSqmR '



name: "'config-client”,

v profiles: |
"cipher"”

],

label: null,

version: null,

state: null,
v propertySources: |

v {
name: https://github.com/dschadow/CloudSecurity/config-repo/config-client-cipher.yml,
v source: {

"application.name": "Config Client",
"application.profile”: "Config Server Cipher"”,
"spring.datasource.name": "config-client-db",
"spring.datasource.username"”": "config-client-db-user”,
"spring.h2.console.enabled”": true,
"spring.datasource.password”": "config-client-db-password”




name: "'config-client”,

v profiles: |
"cipher"”

],

label: null,

version: null,

state: null,
v propertySources: |

v {
name: https://github.com/dschadow/CloudSecurity/config-repo/config-client-cipher.yml,
v source: {

"application.name"”": "Config Client”,
"application.profile"”": "Config Server Cipher",
"spring.datasource.name": "config-client-db",
"spring.datasource.username”: "config-client-db-user”,
"spring.h2.console.enabled”: true,
"invalid.spring.datasource.password”": "<n/a>"




Key Rotation

Select existing key with
[key:name/in properties file

Sspring:
datasource:
name: myDatabase
username: myDatabaseUser
password: '{cipher}{key:myFirstKey}AQAloc...'



Demo



Encrypted!

Encryption password or
encryption key?

Spring Cloud Config Server
security?




A tool for managing secrets.

... centrally store, secure, and tightly
control access to secrets across
distributed infrastructure, applications,
ana humans.”



All Data is Always Encrypted

O Selected storage backend never sees plain text
O File, Amazon DynamoDB, Consul, ...

O Unsealing requires n configured unseal keys

O Internal key encrypts everything with AES

O Key never leaves the system



Secret Storage

O Store and create secrets
O Lease time for new secrets, automatic revocation

O Access control policies for secrets



Audit Logs

O Detalled audit log of all authenticated client interaction
O Sensitive data hashed
O Disabled by default

$ vault audit-enable file file path=./vault audit.log
Successfully enabled audit backend 'file' with path 'file'!




Accessible via HT TP APl or CLI



Unseal
Unseal
Unseal
Unseal
Unseal

vault server -config vault-local.conf

export VAULT ADDR=http://127.0.0.1:8200

DEMO! Shamir's Secret Sharing

— /

vault 1nit -key-shares=5 -key-threshold=2

Key 1l:
Key 2:
Key 3:
Key 4:
Key 5:

Pv/Xx49co4Zmed2McapS0Or4jC4iiAvEd5EjvILMySJUB
TOO0pjFgitbcy+JKOGI6DFgW/0jBdyrVriL.dGu7PENbsC
YCOKtRUIT1H3h155P51LM+2zLbFgIe4vwrOIhO70WHQED
rTLOGu3emdWadQyKysY6TmiceludQTEcCUFIPlrMzz+cE
glxtI6D0YjNfnsB97dplowHoxTPt8A+HJdAdoOFrNh5POF

Initial Root Token: efe88b79-cf8b-825a-0f6f-eflcald2782b

Only visible after initialization



vault unseal Pv/Xx49co4Zmed2McapS0Or4jC4iiAvEfd5EjvILMySJUB
Sealed: true

Key Shares: 5

Key Threshold: 2

Unseal Progress: 1

Unseal Nonce: 87f£350d5-2a25-a821-dc7£-2962fc49fe03

vault unseal rTLOGu3emdWadQyKysY6TmiceludQTEcCUFIPlrMzz+cE
Sealed: false

Key Shares: 5

Key Threshold: 2

Unseal Progress: 0

Unseal Nonce:



Authenticated Access Required

Token (detault), LDAP, Username/Password, GitHub
Token, AWS EC2, Certificates, ...

export VAULT TOKEN=efe88b79-cf8b-825a-0f6f-eflcald2782b



mount point

vault write secret/spring-config
db.password=config-client-db-password

key/value format
(generic backend)

$ vault read secret/spring-config
Key

refresh interval 768h0m0s
db.password config-client-db-password




Spring Cloud Vault

/secret/{application}/{profile}
/secret/{application}
/secret/{defaultContext}/{profile}
/secret/{defaultContext}

S vault write secret/config-client-vault spring.datasource.password=config-client-db-password
Success! Data written to: secret/config-client-vault




Demo



Encrypted!
Multiple unseal keys!

Vault server security?







API for Secret Management

Vaultlemplate to read, write and list secrets

Similar to Restlemplate
vaultTemplate.read (PATH) ;




Demo



Vault securely stores any data!
Multiple unseal keys!

Vault server security?




Summary

O Multiple options to protect sensitive data exist
O Keep it as simple as possible
O Jasypt for simple applications
O Config Server cipher for distributed applications

O Vault when requireo
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