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Verify your 
security activities



Integration into the build pipeline  

Find security issues as early as possible



Catch the low hanging 
fruits (the easy stuff)



What to scan for?



OWASP Top 10 Proactive Controls 2016
C01 Verify for Security Early and Often
C02 Parameterize Queries
C03 Encode Data
C04 Validate All Inputs
C05 Implement Identity and Authentication Controls
C06 Implement Appropriate Access Controls
C07 Protect Data
C08 Implement Logging and Intrusion Detection
C09 Leverage Security Frameworks and Libraries
C10 Error and Exception Handling
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OWASP ZAP

OWASP Dependency Check

FindBugs / Find Security Bugs



Scan for vulnerabilities in web applications





Open source web proxy and dynamic 
application security testing tool



Active scan for 
anything you like



Setting up the Scanner
Specify the target 
Login and logout conditions (only one account possible) 
Customize the Policy



Demo



Tipps & Tricks
Clean up is a problem, use a fresh in-memory db 
Launch web application in dev mode first for extensive 
logging (Spring Boot profile)
Context configuration 
sometimes tricky, 
\Q[URL]\E.* seems to 
be the best solution



OWASP Top 10 Proactive Controls 2016
C01 Verify for Security Early and Often
C02 Parameterize Queries
C03 Encode Data
C04 Validate All Inputs
C05 Implement Identity and Authentication Controls
C06 Implement Appropriate Access Controls
C07 Protect Data
C08 Implement Logging and Intrusion Detection
C09 Leverage Security Frameworks and Libraries
C10 Error and Exception Handling



Works on my machine





Identify libraries with known vulnerabilities



OWASP Top 10 2017





Demo



<?xml version="1.0" encoding="UTF-8"?>
<suppressions xmlns="https://jeremylong.github.io/DependencyCheck/dependency-suppression.1.1.xsd">
    <!-- this is actually one of the project artifacts and not a dependency -->
    <suppress>
        <notes><![CDATA[
      file name: sso-with-github.jar
      ]]></notes>
        <filePath regex="true">.*\bsso-with-github\.jar</filePath>
        <cve>CVE-2010-2542</cve>
    </suppress>
    <!-- no SVG usage -->
    <suppress>
        <notes><![CDATA[
   file name: batik-css-1.8.jar
   ]]></notes>
        <gav regex="true">^org\.apache\.xmlgraphics:batik-css:.*$</gav>
        <cpe>cpe:/a:apache:batik</cpe>
    </suppress>
    <suppress>
        <notes><![CDATA[
   file name: batik-ext-1.8.jar
   ]]></notes>
        <gav regex="true">^org\.apache\.xmlgraphics:batik-ext:.*$</gav>
        <cpe>cpe:/a:apache:batik</cpe>
    </suppress>
</suppressions>
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Identify vulnerabilities in source code







<FindBugsFilter>

    <Match>

        <Bug category="SECURITY"/>

    </Match>

</FindBugsFilter>

findbugs-security-include.xml
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Alternatives and Extensions
Burp Suite  

Vulnerability scanner 
Clair

Static analysis of vulnerabilities in Docker containers 
Gauntlt

Provides hooks for a variety of security tools 
SourceClear

Cloud based dependency checker



Scan early, 
scan often



Scans slow down
your build



No duplicate scans in 
Jenkins AND SonarQube



Filter false positives 
right away



Full scan in a 
nightly build only



Build tools do not 
replace other activities



Summary

Catch the low hanging fruits yourself 

Create a (nightly) build to do all security scans 

Take care of findings as soon as possible



Burp Suite  
https://portswigger.net/burp
Clair 
https://coreos.com/clair
FindSecBugs  
http://find-sec-bugs.github.io
Gauntlt  
http://gauntlt.org

OWASP Dependency Check 
https://www.owasp.org/index.php/
OWASP_Dependency_Check
OWASP Zed Attack Proxy  
https://www.owasp.org/index.php/
OWASP_Zed_Attack_Proxy_Project
SourceClear 
https://www.sourceclear.com
Pictures  
http://www.dreamstime.com
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