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Integration into the build pipeline

FINd security Issues as early as possible
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CO6 Implement Appropriate Access Controls

CO7 Protect Data

C0O8 Implement Logging and Intrusion Detection
CO9 Leverage Security Frameworks and Libraries
C10 Error and Exception Handling
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OWASP ZAP
OWASP Dependency Check

FindBugs / Find Security Bugs
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Scan for vulnerabilities in web applications
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Filter: ~, OWASP

Updates Available Installed Advanced

Install | Name Version
. Official OWASP ZAP Jenkins Plugin 108
The Official OWASP ZAP Jenkins Plugin extends the functionality of the ZAP security tool into a Cl Environment. o
OWASP ZAP Plugin
1.0.7

Runs, after optionally building, OWASP ZAP for your automated security assessment

Install without restart Download now and install after restart



Open source web proxy and dynamic
application security testing tool



Active scan for
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Setting up the Scanner

o Specity the target
o Login and logout conditions (only one account possible)

o Customize the Policy
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T1pps & Iricks

o Clean up is a problem, use a fresh in-memory db
o Launch web application in dev mode first for extensive
logging (Spring Boot profile)

o Context configuration

sometimes tricky,

List of URLs which will be included in the Context unless also excluded.

\Q/URL]J\E.* seems to

Each line is a URL Regex and should be in the form of:
e.g. http:/localhost:8180/bodgeit.”
e.g. \Qhttp:/Mocalhost:8180/bodgeit\E."

b e t h e b e St S O ‘ U t I O n e.g. http:/ocalhost:8180/bodgeit/logout.php

e.g. \Qhttp:/ocalhost:8180/bodgeit/logout.php\E
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Works on my machine
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Untitled Session - OWASP ZAP 2.6.0

Standard Mode

(U |36

imSltes, -

=1l =]

dl2a D@8 Ee8 47 Or)oXEhm (¢¢E
% Quick Start [ESRSQUESEN = Response

Body: Text

Header: Text

v =) Contexts
& Default Context

v @ Sites

¥ P http://localhost:8080
» __ admin
W GET:login

-

> | user
» __ webjars
> L—- ¥ Xxss

» % http://detectportal.firefox.com

~ POST:login(_csrf,password,submit,username)

Content-Length: 42

Referer: http://localhost:8080/user/user
Cankies 1SFSSTANTN=RFAAFIA7ARIFAAQAF7AQ3IA2CSARTIIFS

POST http://localhost:8080/logout HTTP/1.1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.12; rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8

Accept-Language: de,en-US;q=0.7,en;q=0.3

Content~-Type: application/x-www=form-urlencoded

=

X Break o

)

-

_csrf=cb2bb499-ebcd-49bf-ae93-49b1996eebdd

_ “.Search WAlerts | Output <
@ @ | Filter: OFF

id Req. Timestamp Method URL Code Reason RTT Size Resp. Body Highest Alert Note Tags =
3709/06/17 11:01:12 GET hitp: //localhost: 8080/ 200 12ms 994 bytes SetCookie
3809/06/17 11:01:12 CET hitp://localhost: 8080 /fwebjars/bootstrap /¢ss/boo... 200 7ms 121,200 bytes Upload, Comment
3909/06/17 11:01:13 CET hitp: / Jlocalhost: 8080 /admin/admin 302 6 ms 0 bytes
4009/06/17 11:01:13 CET hitp: / /localhost: 8080 /login 200 6 ms 535 bytes i Low Form, Password, Hidd...
4109/06/17 11:01:17 POST hitp: / Jlocalhost: 8080 /login 302 114 ms 0 bytes SetCookie
4209/06/17 11:01:17 GET hitp:/ /localhost: 8080 fadmin/admin 200 14 ms 1,285 bytes Form, Hidden
4309/06/17 11:01:17 CET hitp:/ /localhost: 8080 /fwebjars/bootstrap /¢ss/boo... 200 7ms 121,200 bytes Upload, Comment
4409/06/17 11:01:20 POST hitp: / Jlocalhost: 8080 /logout 302 Sms 0 bytes i
4509/06/17 11:01:20 GET hitp://localhost: 8080/ 200 12 ms 994 bytes SetCookie y
4609/06/17 11:01:20 CET hitp: /Jlocalhost: 8080 /webjars/bootstrap /¢ss/boo... 200 7 ms 121,200 bytes Upload, Comment
4709/06/17 11:18:34 CET hitp: / /detectportal.firefox.com/success. txt 200 0K 1.38s 8 bytes " Low

Alerts B0 &1 w3 B0

CurrentScans @ 0 €0 20 @0 #¥0 0 #0
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OWASP Top 10 2017

A9 - Using Components, such as libraries, frameworks, and other software modules, run with the same
Components with privileges as the application. If a vulnerable component is exploited, such an attack can facilitate
Known serious data loss or server takeover. Applications and APIs using components with known

Vulnerabilities vulnerabilities may undermine application defenses and enable various attacks and impacts.

\ig _J




Filter: * owasp dependency

Updates Available Installed Advanced

Install | Name Version

OWASP Dependency-Check Plugin

Dependency-Check is a utility that identifies project dependencies and checks if

there are any known, publicly disclosed, vulnerabilities. This tool can be part of the 145
solution to the OWASP Top 10 2013: A9 - Using Components with Known

Vulnerabilities. This plug-in can independently execute a Dependency-Check

analysis and visualize results.

Install without restart Download now and install after restart
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<?xml version="1.0" encoding="UTF-8"?>
<suppressions xmlns="https://jeremylong.github.io/DependencyCheck/dependency-suppression.l.1l.xsd">
<!-- this 1s actually one of the project artifacts and not a dependency -->
<suppress>
<notes><![CDATA[
file name: sso-with-github. jar
] ]></notes>
<filePath regex="true">.*\bsso-with-github\.jar</filePath>
<cve>CVE-2010-2542</cve>
</suppress>
<!—-- no SVG usage -->
<suppress>
<notes><![CDATA[
file name: batik-css-1.8.jar
] ]></notes>
<gav regex="true'">"org\.apache\.xmlgraphics:batik-css:.*$</gav>
<cpe>cpe:/a:apache:batik</cpe>
</suppress>
<suppress>
<notes><![CDATA[
file name: batik-ext-1.8.jar
] ]></notes>
<gav regex="true">"org\.apache\.xmlgraphics:batik-ext:.*$</gav>
<cpe>cpe:/a:apache:batik</cpe>
</suppress>
</suppressions>
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Works on my machine



$ dependency-check ——project JavaSecurity —-scan ./%¥/*jar —-suppression dependency-check-suppressions.xml

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
LINFO]
[INFO]
[INFO]

Checking
Skipping

for updates
NVD check since last check was within 4 hours.

Check for updates complete (1893 ms)

Analysis
Finished
Finished
Finished
Finished
Finished
Finished
Finished

Started

Archive Analyzer (1 seconds)

File Name Analyzer (© seconds)

Jar Analyzer (1 seconds)

Central Analyzer (8 seconds)

Dependency Merging Analyzer (© seconds)
Version Filter Analyzer (@ seconds)
Hint Analyzer (© seconds)

Created CPE Index (1 seconds)

Finished
Finished
Finished
Finished
Finished
Finished
Analysis

CPE Analyzer (3 seconds)

False Positive Analyzer (©® seconds)

Cpe Suppression Analyzer (©® seconds)

NVD CVE Analyzer (1 seconds)

Vulnerability Suppression Analyzer (@ seconds)
Dependency Bundling Analyzer (© seconds)
Complete (16 seconds)
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DEPENDENCY-CHECK

\

Degondency-Check is an 0pen source 100 parforming 2 best effont anafysis of 3d party dependencies. fase positves and %aise negatives may axist in the analysis performed by e 100, Use of the 100! and the reporting provided constiiutes acceptance %or use in an AS IS condlion, and there are NO warmanties, impied or
Othareise, With regand 10 the analysis Or B8 use. Afy use of the 10O and e fpOriing Provided i af The user's rsic In N event shall the CoOpy=igt holder of CWASS e hald lable 10r any damages whalsosver arsing out of or I COMMection with e wse of this 1001, the analysls porformed, O the resuling repon

How to read the report | Suppressing false positives | Getting Help: google group | github issues
Project: JavaSecurity

Smlniom\auonM

« dependency-check version. 1.4.5
« Report Generated On: Jun 15, 2017 at 11:27:16 +02:00

« Dependencies Scanned. 561 (127 unique)
« Vulnerable Dependencies: 10
« Vulnerabiities Found. 18

cAv - R~

jackson-core-2 8.8 iar cpe:/afasterxmljackson:2.8.8 Medium 1 LOW 25
jackson-annotations-2 8.0 jar cpe/afasterxmljackson:2.8.0 Medium 1 LOW 25
commeons-beanutils-core-1.8.3 jar cpe:/a.apache.commons_beanutis:1.8.3 High 1 LOW 21
commeons-fileupload-1.3.1.jar High 2 HIGHEST 24
lomcat-embed-core-8.5.15 jar High 3 LOW 16
security-logging-logback-1.1.2 jar cpe:/alogback:logback:1.1.2 High 1 LOW 17
spring-boot-staner-data-ipa- cpe’/a:pivolal_software:spring_data_jpa:1.5.4 Medium 1 LOW 20

ian-2.7.0.jar cpo-/a:apache xalan-igva:2.7.0 xalan-xalan:2.7.0 High 1 HIGHEST 23

android-json-0.0.20131108.vaadini jar cpe/a:google:android:0.0.201311







Filter: “% FindBugs Plug-in

Updates Available Installed Advanced

Install | Name Version

FindBugs Plug-in
L4 This plug-in generates the trend report for FindBugs, an open source program which uses static analysis to look for 4.70
bugs In Java code.

Install without restart Download now and install after restart




Build

Root POM pom.xm|

Goals and options clean package findbugs:findbugs

Build Settings

Publish Checkstyle analysis results

Publish FindBugs analysis results

Use rank as priority

Uses the bug rank when evaluating the priority of the warnings (otherwise the FindBugs priority is used).

Advanced...

Advanced...

@ @

I



findbugs-security-include.xm!

<FindBugsFilter>
<Match>
<Bug category="SECURITY"/>
</Match>
</FindBugsFilter>



FindBugs Result

Warnings Trend

All Wamings
98

Summary

Total High Priority
a8 8

Details

Modules Packages Files Types Warnings

Module

ion H lin

New this build
a8
Details New

Fixed Warnings
0
Normal Priority Low Priority
18 12
High Normal Low
Total Distribution
4 ——————————————————— |
2 ——————x
6 = —_
2 e
18
G Y s ——————
13— e _____________
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sonarqub-e Frojects SSuUes Rules Quality Profiles Quality Gates Administration g Dominik Schadow ~ Q v 0

) Application Intrusion Detection 10. Juni 2017 14:39 Version 31¢

N Issues Measures Code Activity Administration «

Quality Profiles

Choose which profile is associated with this project on a language-by-language basis. (Note that you will only need to select profiles for
multiple languages for multi-language projects.)

Language Quality Profile

CSS .
Java .
JavaScript .
Less v
SCSS v
Web .

XML v



Hules  OUality Profies ™ Cuality Gates  Administrat R minik Schadow ~ TR ©

Rules 1/33rules | Reload | NewSearch | Bulk Change |
"@RequestMapping” methods shoukd be “pubiic” Java © Winerabilty Wspring Yo Activate
&2 Language ‘enum” Belds should not be pubicly mutable Java © \ulnerabiity W bad-practice T~ *m“ |
Java 33 |
"Flle.createTempFile™ should not be used to create a directory Java Vulhorabllity S owaspad T v | Activate
JavaScript 9 Rinteticiiadend
o . "HitpSenvietAequest getRequestedSessionid()”™ should not be used Java O Wherabilty W cwe, owasp-a2, sans-top25-porous T v \ Activate J‘|
CSS !
Luss 1 ‘lavax.crypto. NuliCipher* should not be used for anything other than testing Java © VWinerabiity W cwe, owasp-ab, sans-toplSporous T * Activate |
oy L _

SCSS 1 “public static® fields shoukd be constant Java © Vunerabilty G cetcwe T v Activato
s : Class variable felds should not have public accessility Jowa O Vulnerabiity Wecwe YT~ Activate
@ Type Inarabiity . SIS T

Classes should not be loaded dynamically Java © Wineabiity S owe.owaspal T Activate |
& Bug 128 =
6 Vunenbiity 33 Cockies shoulkd be "secure” Java © Winerabity W cowo, owaspa2, owaspad T+ | Activate |
& Code Smeill 252 : :
Credentials should not be hard-coded Java © Wuinerability W cert, cwe, OWasp-a2, sans-1op25-porous T v Activate |
J
L) Tag
) Repository Cryptographic RSA algorithms should always incorporate OAEP (Optimal Asymmetric Encryption Java © Vulnerability W cwe, owasp-a5, owasp-a8, sans-top25-porous T @ Activate |
Padding) | .
() Dedault Severity
Default EJB interceptors shoukd be declared in “efo-jarm!’ Java © Wuineabiity Y~ Activate |
D Status s — . ava Uiner abitty ate |
) Available Since Exceptions shoukd not be thrown from serviet methods Java © Vulnerabiity W cent, cwe, error-handing, owasp-a6 T v Activate
(] Template
HTTP referers shoukd not be rebed on Java © Vubherabilty W cwe, owasp-a2, sars-top25-porous T ~ Activate |
&2 Quality Profile ‘ :
FindBugs Juva IP addresses should not be hardcoded Jaa O Vulnerabllity S cert T« i 7 m‘no I
FindBugs + FB-Contrib Java
FindBugs Security Audit Java Member variable visibility should be specified Java © Wunerabilty T~ | Activate J
FindBugs Security Minmal Javi  active - ' 1
-— m Members of Spring components should be injected Java O VWinorablity B spring T @ [ Activate J
Sonar way Java e
Mutable fielids should not be “pubic static” Java 0 Vulnerabilty W cert. cwe, unpredictable T » l[ Activato J‘l

Mutabile mambeéers shauld Not bé stora o returmad diractiv tava O Wdnarahiltv @ cort cwe inovadictabie Y* | acecss |



sonarqQube Frojects ISsues Hules Quality Profiles Quality Gates Administration

w () Java Security 10. Juni 2017 14:54 Version 2.0.0

" Issues Measures Code Activity Administration »

Display Mode u ordered by creation date 1/ 4 issues Reload | New Search | Bulk Change
Issues Effort
- | SQL-Injection  src/...fjavasecurity/database/PlainSqlQuery.java
v Type 'S v
* Use a variable binding mechanism to construct this query instead of concatenation. ... vor3 Monatenv L4S 35 T +
Bu C ae
S U O Vulnerability + @ Critical O Open~ J,E'r Dominik Schadow > @ cert, cwe, hibernate, owasp-al, sans-top25-insecure, sql v 2
O Vulnerability 4 20min effort Comment
& Code Smell

' Crypto Hash src/.. Jjavasecurity/hash/MDS. java
&4 Resolution

Unresolved 4 Fixed 0 _. Remove this hard-coded password. ... vor2 Jahrenv L47 S5 YT~
= >
False Positive 0 won't fix 0 O Vulnerability» @ Critical O Open~ Not assigned v 30min effot Comment % cert, cwe, owasp-a2, sans-top25-porous
Removed 7
Crypto Hash = src/.. /javasecurity/hash/SHAS512.java
) Severity
() Status __ Remove this hard-coded password. ... vor2 Jahrenv L51 $5 V¥~
[ )
(3 Craation Dais O Vulnerability» @ Critical O Open~ Notassigned~ 30mineffot Comment W cert, cwe, owasp-a2, sans-top25-porous
[ ) Rule
Crypto Shiro = sr¢/.. Jjavasecurity/hash/SHAS512 . java
L) Tag
[ Module . Remove this hard-coded password. ... vor 3Jahren~ L51 S5 T~
Module B 5
b O Vulnerability+ @ Critical O Open~ Notassigned~ 30mineffort Comment W cert, cwe, owasp-a2, sans-top25-porous «
} Directory
[ ] File

() Assignee



sonarqube

* _:_::: Java secur‘ty ] JLUt .:“. ' § '.: 4 ‘..,,’.- on :1 :.,

# Issues Measures Code Activity Administration

Display Mode Return to List SQL-Injection ' src/. Jjavasecunty/database/FPlanSoQuery java 174155008 Reload Now Search Bulk Change
lssuas Efort Lé ABIPUI L UIYON 21T TaimewU ! R 5Ll euLype . LU
23
9 Type 24 .mport java.util.List;
25 amport java.util.Map;
&% Bug 76
& Vulnerability 4 27 / *x
& Code Smell - 28 « Servlet using a plain Statement to query the in-memory-database. User input 1is not modified and used directly in the
29 * SQL query. {@code ' or '1'="1} 1s a good iInput to réeturn all statements, {@code '; drop table customer;—} to deilete
: 30 « the complete table.
{4 Resolution ~ o
31 *
Unresolved 4 Fixed 32 « Qauthor Dominik Schadow
False Positive 0 Won't fix 0 33 */
34 @Component
Hemoved 2 ‘, S
35 public class PlainSqlQuery {
SIS 16 private JdbcTemplate jdbcTemplate;
L) VYOTIRY 3,
[) Status 38 public PlainSqlQuery(JdbcTemplate jdbcTemplate) {
A 39 this. jdbcTemplate = jdbcTemplate;
1 Creation Date
49 }
) Bule 41
: 42 public List<Customer> query(String name) {
) Tag 43 ' String query = “SELECT » FROM customer WHERE name = '™ + name + "' ORDER BY id";
L) Module 4
45 List<Mpp<String, Object>> rows = jdbcTemp late.queryForlListiquery);
L) D rectory Ry —
M Fide ' Use a variable binding mechanism to construct this query instead of concatenation. ... vor3Monateny L45 S5 T~
ey | @ Vulnerabilityv @ Criticalv O Open~ ‘zf, Domink Schadow v  20min effort Comment W cert, cwe, hibernate, owasp-al, sans-top25-insecure, sql ~
| ASSIgnee ‘
() Author 46
' 47 l return CustomerRowMapper.mapRows ( rows) :
) Language 48 }
149 }
50

SonarQube™ technology Is powered by SonarSource SA
Version 6.3.1 (bulid 21382) - LGPL v3 - Community - Documeantation - Get Support - Plugins - Web API - About
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& K Preferences

Q Other Settings > FindBugs-IDEA  For current project
~ Appearance & Behavior o7 # 3
Keymap
~ Editor - Report Filter Detector Annotate Share
Plugins Compile affected files before analyze

—~

Version Control Analyze affected files after compile

Build, Execution, Deployment Analyze affected files after auto make

Languages & Frameworks

Run analyze in background

s Activate toolwindow on run
Other Settings
Plugins
FindBugs-IDEA
Gitflow +
HOCON Find Security Bugs (com.h3xstream.findsecbugs)
Lombok plugin Find Security Bugs is a plugin that aims to help security audit.

https://find-sec-bugs.github.io



$ mvn clean compile findbugs:findbugs

=== (= e et == e el e L e B W ey =il i e e H o = = e [ = e = =

]

d Gd Gd hd hd hd d e e d N d d d d N N d d d d ol

d hd

et el d d d

Scanning for projects...

Reactor Build Order:

Java Security

Access Control - Spring Security

Crypto Hash

Crypto Java

Crypto Keyczar

Crypto Shiro

Content Security Policy - Spring Security
Cross-Site Request Forgery

Cross—-Site Request Forgery - Spring Security
Direct Object References

Intercept Me

Security Header

Security Logging

Session Handling

Session Handling - Spring Security
SQL-Injection

SSO with GitHub

Cross-Site Scripting

-== maven-clean-plugin:2.6.1:clean (default-clean) @ javasecurity =—-
-== maven-enforcer-plugin:l.4.1:enforce (enforce-maven) @ javasecurity ===

-=-= findbugs-maven-plugin:3.0.4:findbugs (default-cli) @ javasecurity =—-—-



T
Y
Y

Iy JavaSecurity ) Iy sqi-injection ) B src ) B maln ) B java ) D de ) Dn dominkschadow ) N javasecurity ) [ database ) @ PlainSgiQuery ) §1 © Sessinrandiieg (SpringSecwrity) - P @ B N Y Y 0N O @ Q
g 0 Project » @ & 8- 1  © PuinSaiQueryjiva m
: UL JavaSecurity avasecurity) PlainSqlQuery query()
‘e > ..m i0 . m‘ e .
» g access-control-spring-security 0
27 S un
* Bgcrypto-hash 28 w Serviet using a plain Statement to Query the in-semory-database. User Imput is not sodified and used directly in the
> g crypto-java 29 « SOL query. {(Bcode * or '1'='1} 1Is a good imput to return all statements, (fcode *:; drop table customer;~-} to delete
» L crypto-keyczar 38 « the complete table. =
» Wy crypto-shiro )3 . O
32 . inik Sc O
8 ncqu"v _:_; .'IthOI' Dominik Schadow
5 l';csrf 34 Conmponent
» Wy csrf-spring-security 15 9 public class PlainSqlQuery {
+ 1, direct-object-references ;r private JabcTemplate jdbecTemplate; >
» Bgintercept-me 38 - public PlainSqlOuery()dbcTemplate jdbcTemplate) { this. jdbcTesplate = jbcTemplate; } f
» Ty security-header a1
» Iy security-logging 42 public List<Customer> query(String name) { = - & £
G- st iop o fj Strisg query = “SELECT = FROM customer MHERE nase = '* + nase + ** ORDER BY id"; §
» T session-handling-spring-security 45 List<Map<String, Object>> rows = jdbcTemplate.queryForlist(guery):
v I sql-injection a0
v Bmsee a7 ) retera CustomerRovMapper. sapRows (rows) ;
48
v I main P }
sorrtre: [T Profect es  Log | o L
p Found? issue in 1 tile - Locations
¥ o PlainSgiQuery java (1 Issue)

2 (45, §7) Use a varabie Dinding mechanism to construct this query msteag of concatenation

SQL binding mechanisms should be used
O Vwlnerability (5 Blocker squid:S2077

OR1

Applications that execute SQU commands should neutralize any externally-provided values used in those commands.
Failure to do so could allow an attacker 1o include input that changes the query so that unintended commsands are
executed, or sensitive data is exposed.

This rule checks a variety of methods from different frameworks which are susceptible to SQL imjection AT not usec
properly. Frameworks which are covered are Java JOEC, JPA, JDO, Mibernate and Spring. The following specific
sethod signatures are tested,

® org.hibernate.Session.createQuery

® org.hibernate,Session, createSQLQuery
® java.sql.Statement.executeQuery

® java.sql.Statement,.execute

® java.sql.Staterent . executelpdate

@ java.sql.Statenment.executelargelpdate
® java.sql.Statement, addBatch

® java.sql.Connection, prepareStatenent
® java.sql.Connection.prepareCall

® java.sal.Connection.nativeSOL

SlWeb 2 2 Favorites

Automatic analysis is enabled
2ETODC 8 FindBugsDEA & Docker W JsvaEnterprise | @ VersinControl @ Spring [ Terminal | (5 Sonartint () Event Log
4504 LF: UTF-8: Gitmaster? @& NoGitlow: &
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OWASP Top 10 Proactive Controls 2016

CO01 Verify for Security Early and Often

C02 Parameterize Queries

C03 Encode Data

CO04 Validate All Inputs

CO05 Implement Identity and Authentication Controls
C06 Implement Appropriate Access Controls

CO07 Protect Data

C08 Implement Logging and Intrusion Detection
C09 Leverage Security Frameworks and Libraries
C10 Error and Exception Handling




Alternatives and extensions

Burp Suite
Vulnerability scanner

Clair
Static analysis of vulnerabilities in Docker containers

Gauntlit
Provides hooks for a variety of security tools

SourceClear
Cloud based dependency checker






Scans slow down
your build
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Filter false positives
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summary

Catch the low hanging fruits yourself
Create a (nightly) build to do all security scans

Take care of findings as soon as possible
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Clair
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Pictures
http://www.dreamstime.com
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